544 IEEE/ACM TRANSACTIONS ON NETWORKING, VOL. 6, NO. 5, OCTOBER 1998
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Abstract—This paper addresses a fundamental problem in I. INTRODUCTION

resource management for flow-based hybrid switching systems. . . . s
Such systems aim at efficient transport of layer-3 connection- P TRAFFIC is becoming the killer application for asyn-

less IP traffic over layer-2 connection-oriented ATM switching chronous transfer mode (ATM) networks. One challenge
fabrics. One idea behind flow-based hybrid switching is to de- in current network research is how to effectively transport

compose individual IP packet streams into flows and then to internetworking protocol (IP) traffic over ATM networks. IP
classify them into short-ived and long-lived flows. While the a5 jndependently developed on the basis of a connectionless

short-lived flows are good for forwarding by the embedded del. while ATM iqinally desi d f i
software through permanent virtual connections (PVC’s), the model, while was originally designed tor connection-

long-lived flows are more effectively transmitted by hardware oOriented services. IP traffic is usually switched using packet
through switched virtual connections (SVC's). Clearly the flow software-forwarding technology, which is expensive and has

identification/classification mechanism will have great impact on sybstantially limited forwarding capacity. In contrast, ATM
the utilization of the system’s resources. Unlike the traditional switches are designed with high transmission bandwidth, but

emphasis on resources such as link bandwidth and cell buffer size, havi limited i t . itv due t
our paper focuses on the resources which are directly associated'@VINg lIMited connection setup processing capacity due 1o

with packet processing power, signaling capacity, and flow cache its complex signalling structure developed for connection-
table size. Our study indicates that the presently availablestatic oriented services.

flow classificationmethods have a vital shortcoming in balancing The RFC 1932 [1] at IETF indicates the trend of IP over
the utilization of the system's resources. We propose a novel AT\ toward a hybrid approach to support both layer-3 1P
approach for adaptive flow classificatiorbased on the min—max : S0
objective for the system resource utilizations to match with goﬁware forwarding and.layer-Z ATM hardware switching. It
the time-varying traffic/resource characteristics. Based on the IS understood that short-lived flows composed of a few packets
monotone properties and sensitivity analysis of the resource are well suited for hop-by-hop layer-3 software-forwarding
utilizations as functions of the control parameters, we first prove while long-lived flows containing a large number of packets
that the ‘optimal solution of the static min-max problem is 5.0 go0d for layer-2 hardware switching. Multiprotocol over
achieved at a unique balance point for the resource utilizations. : ] o .

With the intuition gained from the static results, we then design ATM (MPOA) is an example Of_ hybrid switching which
an adaptive controller formulated as a hierarchical stochastic Supports both the default forwarding across subnetwork bor-
automata control system with local search. The optimality of the ders via MPOA servers (MPS’s) and cut-through switching
proposed adaptive controller is tested against the static optimal to bypass MPS's. In the recent release of MPOA document
control based on real trace simulations. The simulation studies at the ATM forum [2], flow identification/classification is

in highly nonstationary environments show the viability of the . L
proposed flow adaptation for dynamic resource management considered to be the key component for cut-through switching

in hybrid switching system design. The algorithm is simple at an ingress MPOA client (MPC). Other hybrid switching
to implement and only requires the adaptation of two global approaches have been proposed under such names as IP
variables at time intervals of every few seconds based on the switching, cell switched router (CSR), tag switching, and
present usage of resources. aggregate route-based IP switching (ARIS) [3]-[6], where
Index Terms—Adaptive resource management, cut-through layer-3 routing and label binding/swapping are used as a
switching, flow-based IP/ATM hybrid switching, flow cache gypstitute for layer-2 ATM routing and signalling for ATM
management, flow classification. hardware switching connection setup. The technology is gen-
erally calledmultiprotocol label switchindMPLS) [7], which
can be further classified into the data-driven approach [3], [5]
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Fig. 1. Schematic flow diagram for a flow-based hybrid switching system.

ing/scheduling for user information transfer. Breaking downonreservation-based IP services, but more likely to be shared
the cost of any ATM switching system, it is not difficult towith other reservation-based services. The reservation-based
recognize that a significant portion of the system cost will kservices especially have higher priority to use the resources
for other resources directly associated with packet processiger the nonreservation-based IP services. Hence, not only
power, signalling capacity, and flow cache table size. Let tise IP traffic characteristics but also the resource availabilities
define these major resources:sbftware-forwarding capacity themselves are unknowapriori and change with time.
i.e., the available rate to forward packets by embedded softdn addition, the overall resource availability at each individ-
ware; 2)connection-setup capacity.e., the available rate to ual switching system is based on its own design strategies,
set up local hardware switched connections for transport which vary depending on time, vendors, technologies, and
long-lived flows; and 3)active-connection capacity.e., the applications. Especially in the product design stage, it is
number of cache table entries available for maintaining tlfficult to predict future applications and their traffic charac-
states of all active flows. teristics, of which variation can drastically change the demand
Fig. 1 shows a logical diagram for a flow-based hybritbr individual resources. In consequence, the utilization of
switching system. Incoming packets are identified and clage major resources at a switching system is likely to be
sified into short-lived and long-lived flows. The short-livechighly unbalanced and time-varying. A system which may
flows are sent to layer 3 for software-forwarding, consumintgave sufficient resources for today’s demand may soon be-
the software-forwarding resource. The long-lived flows amome partially overloaded for tomorrow’s demand due to
cut-through switched via a layer-2 connection, taking boits highly unbalanced operation and changing traffic/resource
connection-setup and active-connection resources. Obviouslgaracteristics.
an inadequate allocation of any of these resources can causko gain a better understanding of the resource demands, let
substantial damage to network performance. us first study the flow statistics for today’s Internet/intranet
Note that the three resources may not reside in th&ffic. Three traces are used for this study, each of which is
same physical system. For example, MPOA flow identif20 min long and collected at a different site. One is from a
cation/classification takes place at ingress MPC’s. PackéB0-Mb/s fast Ethernet on campus at the Cisco Systems Inc.,
of a short-lived flow are forwarded via a default forwardingollected in June 1997. One is from the 100-Mb/s fast Ethernet
path (PVC) to its default MPOA server (MPS). It is therbackbone at Lawrence Berkeley Laboratory in July 1997, and
the MPS’s responsibility to find the next hop for furthethe other is from a 100-Mb/s Internet backbone FDDI ring at
forwarding. Hence, its software-forwarding resource actualtiie FIXWEST on Sept. 26, 1996, downloaded from the anony-
refers to the processing capacity at the default MPS, whialous FTP site atwww.nlanr.net/Traces/FR/960926/ For
is shared by multiple peer MPC’s. Also, for an IP switchinghe convenience of later reference, we call theisto-trace
system such as an lIpsilon IP switch or CSR, a cut-throudifi-trace, and fixwest-trace respectively. The utilizations for
switched connection is to be set up between two adjaceamsco-traceandIbl-trace at the time of collection were about
switches and the state information for the connection need3%. The utilization forfixwest-traceat the time of collection
be cached in the table at both switches. So the flow caclwas about 27%. For consideration of the corresponding re-
table resource is nonlocal and dependent on the cache teddarce demand on a high-speed link, we linearly upscale the
occupancy at both switches. average resource demand required for each above trace as if
One can further break down the resource allocation withimmnning at 100% utilization on a 100-Mb/s link. Our statistical
a switch. A typical mid-sized switch is configured by a centralnalysis then shows that the average flow arrival rate is on the
control card and multiple trunk cards. If the switch is designeatder of 1-10 K per second and the average number of active
with distributed processing structure, all three resources ciows on the order of 10-100 K, given that each individual
be located at each individual trunk card. Otherwise, they wilbw is identified by a distinct pair ofsource-addressource-
be located at the central control card and shared by all thert} and{destination-addresslestination-por}. For flows to
trunk cards. Moreover, these resources are not dedicatech#oidentified with a coarser granularity such as by each pair of
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source-addresanddestination-addres®ur statistics based on 1 1
the same traces with the upscaling show that the flow arrival | o.s / ‘ L 0.8 http
rate is on the order of 1 K per second and the number of § ¢ O gl dns
active flows on the order of 10 K. 204 g 0.4 n

For some existing ATM products, the switched connection & 0.2 Ve £ oo 'p;p
setup capacity is in the range of several hundred per second ipip 0 \
for the entire switch, which is far from sufficient for IP 0 10 20 30 40 0 10 20 30 40
applications. Their active-connection capacity, for example, m (pkts/fiw) m (pkts/fiw)
measured by the maximum number of VPC's and VCC’s (@ (b)

supportable on an OC-3 trunk port, is in the range of 4 Kjg. 2. Flow statistics af’ = 64 s. (a) CDF of flows with less tham
which is also inadequate to support active flows. Since a larngrekets and (b) CDF of packets for flows less tharpackets.
portion of the IP traffic flows are short-lived, flow-based hybrid

switching'technologies hold the promise of effectivg transpaihqes the concept of adaptive flow identification/classification
of IP traffic over ATM cloud. On the one hand, sending shorly,§ formuylates the problem in terms of a min-max objective.

lived flows via layer-3 software-forwarding can greatly reducg, gection Iv we prove that the optimal solution of the

the number of cut-through switched flows, saving the limitedayic min-max problem is achieved at a unique balance point
resources on switched connection setup and VPC/VCC spageong the three resource utilizations. Section V designs a
On the other hand, sending long-lived flows through layefjerarchical stochastic automata control system based on the
2 hardware cut-through switching can substantially a"ev'abeeneral min-max design objective. The simulation study of
the burden on layer-3 software-forwarding. The effectivenegs, proposed algorithm is given in Section VI, while Section

of a flow-based hybrid switching system largely relies ofy provides the conclusion and the directions of future work.
the design of a flow identification/classification algorithm to

balance the short-lived and long-lived flows.

So far, the proposed flow identification/classification algo-  !l. STATIC FLOW IDENTIFICATION/CLASSIFICATION
rithms are static and the selection of the control parametersa flow is identified as a sequence of packets that are treated
is solely based on some empirical real trace simulations.identically by the routing function [3]. In this paper, every
chosen static flow identification/classification may work wepacket in a flow is identified by its flow identifier with timeout
in one system and/or for one application at one time, butJs Adjacent packets with an identical flow identifier belong to
likely to fail to apply at other times, to other systems, and/ahe same flow as long as their interarrival time is less than
for different applications. Here we propose a novel approadh,other words, a flow terminates when tirffieelapses without
i.e., adaptive flow identification/classification, based on aeceiving a new packet with the same identifier. The flow
min—max objective, which is to ensure any given switchinglentifier can be defined at various granularities. In this paper,
system to operate in a mode such that the maximum of its thige only consider the granularity of the flow identifier defined
major resource utilizations is minimized in a highly variabley a pair of{source-addresssource-por}, and {destination-
traffic environment with time-varying resource availabilitiesaddress destination-port}. Namely, all the packets in a flow
There are two major contributions in this paper. First, we shawust have this same flow identifier which are found in their
that the static version of the min—max problem can be reducgtlheaders. For simplicity, we call flows at this granularity the
to a static balance problem with the existence of a unigqhest-port flows. Classifying flows at this granularity allows
balance point, at which the global optimal solution is achievefbr QoS differentiations of various applications.
This result has important implication in the sense that, to One classification approach proposed in [3], [5] is to classify
find the static optimal operation point, it suffices to desighostport flows into long-lived and short-lived flows by their
a controller with local search of a unique balance point. Thipplications, such a#tp, http, or ipip, which are directly
result also provides tremendous intuitions on how to desigpentifiable from each packet’s port ID’s. It is purely dependent
an adaptive controller in terms of the min—-max objectiven the longterm statistical measurement of the average flow
Second, we design an adaptive controller which is formulatedration and the average number of packets per flow, with
as a hierarchical automata control system with local searecbspect to each application. An application flow with its
The optimality of the proposed controller is tested against tl@erage flow duration and average number of packets per flow
static optimal control based on the real Internet/intranet trasmaller than the respective predefined thresholds is classified
simulations. The simulation study also shows the viability afs short-lived, otherwise, it is classified as long-lived. So, by
the proposed algorithm for dynamic resource managementi@goking at the port ID of the first packet of a flow, a decision
hybrid switching systems, as well as its robustness to the tirm@n be made for whether to set up a cut-through connection
variation of traffic characteristics and system resources. Tiog the flow.
algorithm only requires the adaptation of two global variables Our analysis of the backbone tradixwest-trace however,
at time intervals of every few seconds based on the presehbws a great variation of flow duration and packet number
usage of the three resources. per flow from one flow to another for some major appli-

The remaining part of this paper is organized as followsation such asttp or dns This renders application-based
Section Il reveals the critical restrictions of static flow identififlow classification inefficient. Fig. 2(a) shows the cumulative
cation/classification on resource management. Section Il pdistribution of the number of packets per flow identified at
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a given timeout?” = 64 s, with respect to each of theare dynamically adjusted according to both the time-varying IP
three dominant applicationkttp, dns,and ipip. (The other traffic characteristics and the present constraint on individual
applications represent less than 28% of the total traffic resource availabilities, such that the maximum utilization of
packets). It is clear that mosittp and dns flows contain a the three constrained resources will be minimized. Our analysis
small number of packets. For instance, there are 88 will be built upon a so-called{/Z/T algorithm. Here,Z is
flows and 97%dnsflows with less than 20 packets. Yet thes@ised to timeout a flow before it is cut-through switch&dis
flows only generate 45% of the totattp packets and 46% of to timeout a cached flow entry when the flow is cut-through
the totaldnspackets, as can be seen in Fig. 2(b) for the packawitched, andX is the number of arriving packets detected
percentage ohttp anddnsflows with less than or equal tae  before cut-through switching. Hence, th#&/7T" algorithm is
packets per flow. In other words, the remaining 13%htip a special case of th&/Z/T algorithm with Z = 7. The
flows and 3% ofdns flows will generate 55% of the total design principle can be generally applied to other algorithms
http packets and 54% of the totdhs packets.Http anddns such as the aboveX, Y, T) model. Note that since our study
flows are short-lived on average compared viftip flow, as focuses on the fundamental issues in flow adaptation algorithm
can be seen from Fig. 2. If bothitp anddnsare classified as development, we are not concerned with the implementation
short-lived flows while all the other applications are assumetgtails introduced due to the nonlocal nature of the resources,
to be hardware switched, about 50% of the overall packets mentioned in the introductory section.

in the trace will have to be software-forwarded, which can

easily exceed the software-forwarding capacity at a switch. |[|. ADAPTIVE FLOW |DENTIFICATION/CLASSIFICATION

In contrast, when both are classified as long-lived flows
they alone will require the capacity of holding 50000 activ
connections and handling 600 connection setups per secon

average, which is excessive for an average of 27-Mb/s ira ffic/resource change. For control simplicity, we fixat 15

load. It is obvious that the application-based flow classificatiosn a value which we found to be statistically large enough to
will result in highly unbalanced usage of the system resourcgélay most of the packets in a flow

Another classification approach recently proposed in [8] IS The resource demand at discrete timeare denoted by
to introduce a counter to every flow such that the fifgpacket S(n), C(n), and A(n) for software-forwarding, connection-
arrivgls_ in each row_are always softwgre—forwarded and t@ tur; and7 active-connection, respectively. Without loss of
rem? |n|tr_19 pacsk_ets V\tl:” tﬁet.hardgare-dswnch(tad, m?eg(endenté) nerality, we assume fixed resource capacities for a given sys-
applications. Since both timeolt and counter valueX’ are . yanoted DY imass Cnae, AN Ao, respectively. Several

statll_ca_lly asslggeq, W; call 't. thz frt]aﬁééfT ?I%orlthm. '{he possible cost functions can be selected for the adaptive control
preliminary study in [8] examined the effec on system optimization. Here we choose to minimize the maximum of

[Ifahsoufrces da:hthtetﬁosttt(t)i;o;t giran}:Lar|tyf;‘ort§ gl'%ﬁ 60 St' the three resource utilizations. In other words, our objective
ey found that the statiX /7" algorithm effectively separa ®Sis to avoid the overloading of individual resource(s). Hence, a

shor.t-hv_ed flows from Ipng-hved flows as compared to thﬂatural choice of the metric to be measured is the instantaneous
application-based algorithm. Note that the active-connectig i -0 of the three resources expressed by

resource taken by each individual long-lived flow is release
upon its termination (i.e., once the packet interarrival time .\ _ S(n) (n) = C(n) (n) = An) )
exceedsT). Our investigation on the joint effect ok and Smax Crnax’ Amax

T using fixwest-traceindicates that the average demand ORq in the design of any feedback control systems, it is

each i_ndividual resource can be significantly affected by trpﬁghly undesirable to have the controll system adapt to high-
selection of.X and T. o frequency disturbance, which otherwise may drive the control
In the MPOA document [2], a default algorithm is proposedsy stem unstable. To avoid such overreactions to small demand

A flow is classified to be long-lived if there are more thag,riations, we use a first-order low-pass filter operation to
X packet arrivals within a given time intervaél. Each damp the variation irp;(n), i.e.

active flow entry in the cache table is assigned a holding

time 7 and it is deleted when the holding time expires. Adi(n) = (1 —wi)pi(n — 1) +wipi(n), fori=1,2,3 (2)

similar application-independent algorithm, whe’& Y are

used for flow identification andl’ for flow cache entry

management, was recently examined in [9] for the Ipsil

IP switching system. Again, the algorithm is found to givg . .

superior performance over the application-based algorithm. Based on the stochastic control framework, the min-max
Up until now, all of the algorithms have been static, i.e.(fontrOI problem can be expressed as

their control parameters such 4X,7") or (X,Y,T) are minimize(r v.yJ ©)

statically assigned. The studies in [8], [9] focused on the

selection of such static values based on some available IP t¥ith

fic statistics, without considering the constraint on individual 1 X

resource availabilities. In this paper, we propose an adaptive J(Zoo,Xoo) = lim Bz vy [— Z lnax{ﬁi(n)}]

flow identification/classification. That is, the control variables Noeo N

’ The proposed adaptive flow identification/classification al-
orithm is based on the stati€/Z/T algorithm, subject to
Opyeriodic adaptation of the control parameteks T') to the

wherew; is the weighting factor taken between 0 and 1. One
Gn strengthen the damping by choosing a small It is
quivalent to taking the moving average operation.
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TABLE | design of a heuristic adaptive flow classification algorithm
THE UTILIZATION MONOTONE PROPERTY WITH RESPECT TO7,, AND X, for near-optimal control given a wide range of real traffic
P1(Tn, Xn) | p2(Tn, Xn) | p3(Tn, Xn) characteristics.
T / ¢ Ny Va For simplicity, here we consider the static designZof
Xy /S a N N and X, i.e, T, = T and X,, = X, Vm. The following

theoretical developments and hence the engineering insights
explored for such a static design will help us greatly to develop
where J is the cost function, and;, = {7},,}|? and X, = and evaluate the heuristic adaptive control algorithm in the
{X,.}|» are the time sequences of the two control variabledext section. Similar to (3), we define the static control by

Note that & 3"V [ takes the time average operation of L _
the maximum of the three utilizations, whose expectation, mmumze{T’X}{miax{pz(T’X)} )
rep_re;e_nted bW, vy [], is to be minimized as time goes,,
to infinity. N
The following monotone property can be identified. _ N, 1« . .
Property 1: All three resource utilizationsp;(7,, &), pi(T.X) = Algréoﬁ z_:lpi(n"X’T)’ fori=1,2.3. (5
p2(7,,, &), and p3(7,,, &,), are monotonic functions df,, "
and X,,, described in Table I. Hence, the static control is to find a fixed pair, denoted by
Consider two control sequencds = {7,,}|3 and 7 = {T°, X°}, which minimizes the maximum of the three time-

{T! }|». DenoteZ, > T, if T!, > T, ¥m(<n), with at averaged utilizations. The theoretical development below is to

least one inequality. We say that(7,,, X,,) is a monotoni- show that the global optimal solution of (4) corresponds to a

cally increasing function ofZ;, if and only if p;(7Z, &,) > unique balance point of the three time-averaged utilizations,

pi(T,, &), for T/ > T, ¥n and vice versa. A similar i.€., p1(17, X°) = p2(17, X°) = p3(17°, X°).

definition applies toX,,. The following property is identified by empirical sensitivity
Property 1 can be understood easily from the physical me&@nalysis and Property 1.

ing of each individual resource. For instance, let us examineProperty 2: 5, (T, X), p2(T, X), and p3(7T’, X) cannot in-

the first row in Table I. Increasing, has the effect of merging Crease or decrease simultaneously with resped’ tand/or

multiple flows with the same flow identifier into a single flowX.

as more adjacent flow interarrival times become less than It is obvious from Property 1 that Property 2 holds either

when 7, increases. In consequence, the flow arrival rate withen one of7" and X changes, or when botl" and X

be reduced, which results in the decreasg-gfassuming that change simultaneously but in different directions. Yet Property

no other system conditions are changed. By the same token,heannot be used to exclude the possibility of simultaneous

software-forwarding capacity requirement, measuredpby increase/decrease of all three utilizations when Kotnd X

will also be reduced. On the other hand, since the merged flogi#ange in one direction. To show this is also impossible, let

tend to be longer and require more connection holding tim&X = kAT. We have

the active-connection capacity requirement, is expected to A = <3p7¢ p;

increase with7,. Further consider the second row in Table I. aT T ax
Increasingt,, means more flows become short-lived without

requiring connection resources, causing the reduction of bdffithout loss of generality, assume that bdthand X are
p» and ps. The increase of, is obvious due to the increasededuced byAT” and AX. From Table I,Ap; > 0. The

k) AT, i=1,2,3. (6)

software forwarding of short-lived flows. following condition then must be satisfied faxp; > 0 and
It is worth mentioning that the cost functioh in (3) can Apz > 0
be redesigned to reflect the performance difference caused by ks < k < Ky )

the individual resource overflows. The actual monetary cost
of different resources may also be built into the cost functiamith
to help system engineers to optimize the resource allocation

: . _ Op1 [/Op1 _ Opsz [/Ops
in system design stage. k= ——= it By hdit'd

“or/ ox’ T Toar/ ax (8)

Let us examine if such a condition holds by empirical sen-

sitivity analysis using real trace simulations. Fig. 3 shows
The proposed adaptive control problem falls into the catan example of the three average utilizations as a function

gory of nonlinear stochastic feedback control, which is genest X and 7" based onlbl-trace simulation. As we can see,

ally difficult to tackle in terms of optimal control design. Therghe software-forwarding demang,; is sensitive toX but

is even no general approach available to test the optimalibsensitive to7’, except at small7’s. That is, when7T

of such control system design unless the problem can isealready reasonably large, further increasifhigwill no

formulated within the Markov control framework. While thelonger effectively relay more packets into a flow. In contrast,

design of a controller based on rigorous theoretical test of thanging X always has a direct impact on the volume of

optimality under certain traffic assumptions will be pursuesbftware-forwarding packets. In consequentg,is likely to

in the future, the emphasis of this paper is placed on the small. On the other hand, the flow cache table demarsl

IV. THEORETICAL DEVELOPMENT



CHE et al: ADAPTIVE RESOURCE MANAGEMENT FOR HYBRID SWITCHING SYSTEMS 549

Eheliel
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Fig. 4. Schematic diagram df;;.
Fig. 3. The average resource demands at each diVerX).

Note that the boundary conditions hold in general and can
be derived from the physical meaning of the three utilizations.
Proof: Consider a sefy3 = {(7,X) : pi(T,X) =

TABLE 1l
SENSITIVITY ANALYSIS

(Tx) [ovestitace ; ciscortace | Tobaee p3(T, X)}. We first show tha{7’, X) € T';3 must increase or
ka/ki ka/ki ka/k; decrease simultaneously. In Fig. 4, we draw a circle of radius
(3,1 220 3.4 18 r in the first quadrant of th¢7, X'} plane. Notice thap; > 0
(3,35) 250 23 3.3 andp; = 0 at (7. X) = (0,7) andp, = 0 andpz > 0
60| 13 84 20 at (7,X) = (r,0). As (T, X) changes from(0,r) to (r,0)
©035 92 83 | 33 clockwise along the circle, we know from Property 1 that

p1 monotonically decreases to zero whig monotonically
increases from zero. Hence, there must be a unique point on

sensitive ta’ but insensitive taX, unlessX is small. This is the circle in the first quadrant whefe = ps at each given-.

because the time duration of a flow in the flow cache table fi€NCe.I'13 must represent a unique curve in Fig. 4.
Then, consider two distinct points on the curve, (&, X)

directly related to the timeout valdE. ChangingX may not 2

significantly affect the flow cache table demand unless it c&hd (17, X') € L'13. By contradiction, let us show that we
substantially change the number of long-lived flows requestifgst havel’ < I” and X < X', or 7" > 1" and X > X".
cut-through setup. This is likely to occur only whéhis small ASSuming7” < 7" and X > X', from Property 1, we
since a large portion of the flows in current Internet/intran@@Ve 1(1, X) > o1 (1", X') and p3(T, X) < pa(1”, X'). It

are found to consist of a small number of packets, whidffiPlies that we cannot have bot’, X) and (1", X') € I'i3,

are unlikely to be classified into long-lived flows unlexs contradictory to the assumption. Similarly, it is easy to show
is small. Thus/; is expected to be relatively large. In othefn@tZ > 7" and.X’ < X" cannot occur. Hence[l’, X) € I'13
words, the conditiorks < k; is unlikely to hold in practice, must increase or decrease simultaneously, as shown in Fig. 4.

such that the possibility of simultaneous increase (decrea5&M the above result and Propertyph(1’, X) then must be
of the three average utilizations with the decrease (increa8eflécreasing function off’, X) € T'y3 with the limit value
of 7" and X can be largely neglected. p2(00,00) = 0. Define pi3(T, X) = pi(T,X) = pa(1’ X)
To further verify the above analysis, we performed thfr (ZX) € I'i3 with the limiting valuep;3(0,0) = 0. From
simulation study for the three Internet/intranet traces, whefOPeMy 2,p13(1% X) must be a nondecreasing function of
the control parameter&l”, X} are statically assigned in a wide(>-¥)- Hence, there must be a balance pdifit, X°) € I';
rangeT € [3,60] and X € [1,35]. Listed in Table Il are the Wherepis(17, X?) = p»(1*, X°) as in (9), and this balance
collected measurement /&, at the four{T, X} boundary PCINt must be unique. N , _
pairs. For all the three tracek; is found significantly greater Ve can further show that;(7', X) is an increasing func-
thank, . From the monotone property, thesg/k; values at the 10N Of (2, X). For (7, X) € I'i3, we must havedp, = Aps
boundaries cover the worst case measurement. Hence, Prop8rf{f): which is equivalent to
2 is preserved.

Theorem 1: Assume thap; (T, X), Vi, are continuous func- ap1 b4 k) — aps A
tions of I’ and X, whose boundary conditions satisfy ﬁ(_ L+k) = ﬁ(_ s+ k).
ﬁl(Tv 0) =0, n (07 0) =0, ﬁQ(OO, OO) =0
73(0,X) =0, p3(0,0)=0. rom Property 1, bot#2: and 9% must be nonzero. Also
0,X)=0 0,0) =0 From Property 1, bott$5L and 92 b Al
Then, there exists one and only one balance point, i.e., TOM k3 7 k1, we getAp, = Aps # 0. Therefore,p.5(T, X)
e v e vo e vo must be an increasing function @I, X) € [';3. O
pLT?, X%) = pa(T7, X°) = pa(17, X7) (©) Theorem 2: The optimal solution of the min—max objective

with 77, X € [0, o0]. (4) corresponds to the unique balance point.
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Proof: Let (7°, X°) be a global optimal solution of (4). problem is formulated as a stochastic learning automata system
We first claim for the local search of a unigue balance point in moving
average. The optimality of the proposed controller will be
examined against the static optimal solution by real trace
simulation study.

p3(T°, X°) = max{p1(1°, X°), ;2(T°, X°)}  (10)

which can be proved by contradiction. Assume(7°, X°) <
max{p(T°, X°), p2(T°,X°)}. Then max {p (77, X°), po
(7°,X°)} must be the optimal value in (4). From V. ADAPTIVE CONTROL DESIGN
Property 1, 377 > T° such that g5 (17,X°) =

max{p1 (T", X°), p2(T", X°)}. Also from Property lmax{p; A. Control Architecture
(T/7X0)7ﬁ2(T/7X0)} < lnax{ﬁl(Tov Xo)vﬁQ(Tono)}'
contradicting the fact thatmax{p:(7°, X°), g=(T°,X°)}
is the optimal value. Similarly, assumgs(77,X°) > . R R R R . .
max{p1(T°, X°), p2(T%, X°)}. Then ps(T°, X°) must be  £0° P1(n) & p2(n), pu(n) = ps(n), pa(n) = ps(n) which
the optimal value in (4). From Property 37" < 7° such '? the balrimced rngon, . . .
that s (7', X°) = max{p1(T", X°), pa(T", X°)}. Also from Ri: pi(n) > pa(n) = p3(n) where pi(n) is relatively
Property 1,53(17,X°) < p3(1°,X?), again, contradicting overloaded;

Depending on the relative differences amaghgnr), g2(n),
and g3(n), seven operation regions can be identified:

the fact thatps(77, X°) is the optimal value. Hence, (10) *% ﬁ2(n|) >d ﬂl_(”) % pa(n) Where pa(n) is relatively

must hold. Similarly, one can chandgé’, X°) to (7°,X") overloaded, N . . .

and show Rs: ps(n) > p1(n) = pa(n) where gs(n) is relatively
overloaded:;

p1(T°, X%y = max{p2(T°, X°), ps(T°, X°)}. (12) R4 min(p1(n), p2(n)) > ps(n) where bothp;(n) and
p2(n) are relatively overloaded;

There are two distinct cases in (10): Rs: min(py(n),ps(n)) > pa(n) where bothp;(n) and
Case 1: max{p1(T°,X°), p2(T°, X°)} = p2(T°, X°); p3(n) are relatively overloaded;
Case 2: max{p(T°,X?), p2(T°, X°)} = p1 (T°, X°). Rg: min(ps(n), ps(n)) > p1(n) where bothga(n) and
For case 1,51 = s = s at (I°,X°) from (10) and pa(n) are relatively overloaded.

(11). For case 2, one can only gefs = p1 = p3 > p» at Choosing the criteriorp;(n) =~ p;(n), instead ofp;(n) =
(T°,X°) from (10) and (11). Assumg,3 > g at (1°,X°?). p;(n) prevents overreaction to small disturbances, thus ensur-
Thenp3(1T°, X°) must be the optimal value in (4). Recall thaing the stability of the control system. We defifig(n) =
p2 is a decreasing function &f’, X) and g13 is an increasing p;(n) if and only if |5;(n) — p;(n)| < ¢, for some smalk.
function of (7, X) in I';3. We must be able to find a pair We then describe such a system by a finite state machine
(T, X") e T'13 with 77 < T° and X’ < X° such thatp;3 = where each state is associated with one region. The system
p2 at (77, X’). But we also have,3(T", X') < p13(7°,X°), often drifts away from statd?, to other unbalanced states
contradicting the fact that;5(7°, X°) is the optimal value. due to the nonstationary traffic variation and/or the resource
In consequencej; = p2 = p3 at (7%, X?) in case 2 as well. capacity change. Our control objective is to drive the system to
Since the balance point is unique by Theorem 1, the optin@nverge takRZ, in finite steps with near-optimal performance.
solution of (4) must also be unique. O Based on the guasi-static approximation, we assume that the
Hence, our static optimization problem is reduced to a baiptimal control in terms of (3) corresponds to the successful
ance problem for finding a unique balance point. Although theacking of such a unique balanced st&lg As described be-
analysis cannot be generally extended to solving the adaptiwes, the problem can be formulated as a hierarchical stochastic
optimization problem defined in (3), the understanding of sudbarning automata system [10].
static optimal control helps us greatly to develop an effective A stochastic learning automata system is composed of
adaptive control algorithm for near optimal control. Especiallgtates. In our casdy = 7. Among them, there is a desired
when the traffic characteristics change slowly, the quasitate, to which the system is driven to converge under nonsta-
static approximation can be applied to the adaptive contriddnary disturbances. In our case, this state is the balanced state
design. In other words, one can define the unique balanBg. The inputs from the environment are measured at discrete
point in moving-average sense instead of longterm averagee », which arep; (n), p2(n), andps(n) in our case. They
which is equivalent to replacing;(7, X) in (5) by p;(n) are used to identify the system state at timeAssigned to
in (2). Hence, the optimal adaptive control can be designedch state are a set attionsand its associated probability
through the adaptive tracking of such a unique balance pointset. In our case, each action is represented by a pre-assigned
moving-average. The adaptive tracking is achieved through théaptation of(7,,, X,,) to (7,41, X+1) at timen. To drive
adaptive assignment ¢%;,, X,,) at thenth adaptation interval, the system from any undesired state to st&ge an action is
¥n. Since the moving-average balance point is expected to fm@babilistically selected from the action set based on the given
unique at any given time, the quasi-static control only requir@sobability set. The probability set in a particular state, for ex-
the local adaptation dff}, 11, X,,+1) on the basis ofZ,,, X,,) ample,R;, is self-adjusted by karning algorithmat timen+1
and p;(n), Vi, at thenth adaptation interval. given that the system was in staf& at timen. The learning
In the next section, we design an effective adaptive algalgorithm is designed using the information at both current
rithm based on the quasi-static control principle, where tlaad previous states (including the previous action selected).
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i INPUT FROM ENVIRONMENT
1st LEVEL
@ ond LEVEL Overloaded
‘ ¥ Overloaded
RN . »  ACTIONS
L QUTPUT TO ENVIRONMENT
Fig. 5. Hierarchical structure of the control system. Overloaded

We first define our stochastic learning automata system in
mathematical terms. Usk(n) to represent the system state at
time n. For a statel¥(n) = R;, assume there are possible
actions associated with it, denoted &Y = {7, a3, --,al}. Fig. 6. Schematic plots gf; = p° + €; which divides the overload region
One of them, denoted byyﬂr'n(n), is probabilistically se- from the underload region: (a) software-forwarding, (b) connection-setup, and
lected froméa? using the present probability vectg¥ (n) = (c) active-connection.

{pi(n),p5(n),---,pi(n)}. Such a probability vector at time
n + 1 is adjusted by a learning algorith(iLA) cut-through switching. Further, all the existing flows, which

; have forwarded more thaiX,,,; packets but have not been
p'(n+1) , , cut-through switched, will request the setup of cut-through
=LA[R(n+1) = R;,a,(n),p’(n) | R(n) = R;]. (12) connection immediately. Similar rules apply to the adaptation
of Tn+1.
both the action/, (n) in state R(n) = R, and the present Fgr simalicity,hhere we havelassume_d thﬁ instant setui of
random traffic arrivals. Hencep’(n + 1) is updated based each cut-through connection. In practice, however, packets

which arrive during the cut-through connection setup period

— R aJ J is i i
on R(n + 1) Ri, ag,(n), andp’(n). This is a learning .Yvill still be software forwarded. The actual cut-through con-

algorithm in the sense that the adjustment of the pmbabi“r’}éction setup time is system dependent. For the Ipsilon IP

for taking a particular action in the future is determined b¥witching the setup time is on the order of &8 [9]. The

the outcomeri(n + 1) . £; induced by the same action atstudy in [9] indicates that such a short setup time has negligible
timen. If the outcomeR; is a favorable (unfavorable) state, the o .

o . o o impact on the overall switching performance. In this case, our
probability for taking the same action in the future is increased

- assumption of zero setup time can be directly applied. For
(decreased), whereas the probabilities for the other actlcN@OA, the setup time can be much longer because of the end-

are relatively reduced (mcrgased). Suc_h probability upd 0-end address resolution, table caching, and signaling delays.
prevents the system from being trapped in an unbalanced state

. ) : . n our modeling, the extra packet forwarding required during
or jumping among several unbalanced states indefinitely. the connection setup can be taken into account by setting a

Fig. 5 shows the structure of a two-level hierarchical learn- . . .
ing automata system in our problem setting. The reason behfngPer Minimum value o in the adaptation.
the specific choice of the number of actions for each state ] ]
will soon be clarified. The input from the environment ar&- Algorithm Design
the instantaneous utilizations,(n + 1), Yk, measured at To identify a proper action set associated with each state
time n + 1. The first level is to identify the current stateand so to design an effective learning algorithm, let us first
R(n+1) = R, based orpi(n+1), Vk, obtained from (2). At qualitatively characterize the properties of the seven states with
the second level, the probability vectpt(n) of the previous respect to(7’, X) in the static sense. Based on the monotone
state R(n) = R; is updated top’(n + 1) by (12); the new properties of each individual resource with resped tand X
control action as output will then be selected frafnby the in Table I, one can readily obtain the phase diagram of the three
probability vectorp?(n+1) of the current stat&(n-+1) = R;. resource utilizations in Fig. 6 where an equi-utilization curve is
The control output is described AT, 1, AX,,+1), which drawn to divide the operation into overloaded and underloaded
represents the incremental change of the control variabkegions for each resource. Assume that the optimal solution is
(Tr+t1,Xny1) from the previous(7,,, X,,). Obviously, con- found at (7, X°), where all three average utilizations are
trolling the incremenfAT, 1, AX, 1) has the advantage ofbalanced afp’. For each resource, we then draw the equi-
requiring a much smaller control action set in each state aslization curve atp; = p°, with respect tq7, X) (note that
compared to the direct control ¢%,41, X 4+1)- the same,; can be achieved with differef’, X')’s when only

Finally, some design rules need to be specified. We requaesingle resource is considered). Of course, the cross point
that both X, and 7,,4;, whenever updated, be immedi-among the three curves, when they are all plotted together,
ately applied to the existing and forthcoming flows. Moreepresents the optimal solutiqfi™®, X°). In our application,
specifically, whenever a nonzerd X, 4, is identified, any since we use a balanced regit; — p;| < € instead of a
forthcoming flow will require forwarding¥,,+1 packets before balanced pointp; = ps = p3, the single optimal point is

Note that the next stat&(n + 1) = R; is the outcome of
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TABLE IV
THE ASSIGNMENT OFAX,, € {0, —,+} DEPENDING ONX,, _1
Xn1 | AX,€{0,—, +}
(0,1) | {0,-0.20, +0.20}
1 {0,-0.20,40.25}
. (1,2) | {0,-0.25,+0.25}
2 | {0,-0.25, +0.33}
(2,3) | {0,-0.33,+0.33}
3 | {0,-0.33,40.50}
(3,4) | {0,-0.50,+0.50}
4 | {0,-0.50,+1.00}
>5 | {0,-1.00,+1.00}
X AX,, as listed in Table IV. Our real trace study indicates that
Fig. 7. Phase diagram. pr(n),Vk is more sensitive taX,, than to7,, when X,, is
small. In other words, wheX,, ; is small, takingAX,, =1
TABLE Il or —1 can significantly change the balance among the three
CoNTROL ACTIONS (AT}, AXyn ) IN EACH STATE: O FOR No utilizations, which may lead to undesired control oscillation.

ACTION, 4+ FOR POSITIVE VALUE, AND — FOR NEGATIVE VALUE .. . . .
+ This is because many flows in IP traffic consist of a few

o (ORL) (oRi) (oRi) s Hs L packets. WhenX,,_; is small, takingAX,, = 1 or —1 may
(AT, A% | ©,0 | (4,0) | (+.0) | (=,0) | (+,0) | (=,=) | (0,+)  Substantially change the balance between short-lived flows and
o) i) =) long-lived flows. To prevent this from happening, we assign

a noninteger value t&A X,, when X,, < 5. A nonintegerX,,

i ) i o can be implemented through a simple probabilistic assignment.
extended to an optimal operation region. This is why we hayg, instance, taking the control variabig, = 1.25 means that
chosenp; = p” + «; for the equi-utilization curve in Fig. 6, 7504 of flow arrivals will be classified by, = 1 while the
whgre €; IS properly gdjusted to refledp; — p;| = €, which  Ginar 2504 will be classified by, = 2.
defines the boundaries. _ For the three possible control actions associated with each

Fig. 7 shows the three overlapped curves, which naturally Ri, Ry, and R in Table Ill, a probabilistic assignment
divides the(T, X') assignment into seven regions as defineq BY used to choose one of the three actions. We need to
the statesi?, ~ Rg. Associated with each unbalanced regioeyelop a learning algorithm as defined in (12) to update the
in Fig. 7, we further use arrows to describe the possible aCtiO&ﬁresponding probability vectons (n), p2(n), and p3(n).
to adjust’” and X for the purpose of driving each unbalancegyery vector has three probability elements, defined for three
region into the balanced regidfy. For instance, iy where gctions and denoted by (n) = [p{(n)vpé(n)v pé(n)] with
both p; and g, are overloaded, from Table | one can identi%g(n) +p§(n) +pé(n) =1, Vn, for j = 1,2,3.
that increasing!” has the effect of simultaneously reducipg  The design of the learning algorithm is summerized in Table
and p,. Similarly, in I, wherep, is relatively overloaded, it v/ we can use Fig. 6 to understand the entries in the learning
is shown in Table | that both reducin§ and increasindl’ algorithm. Suppose that action 1 was takenRdt) = R;,
can have the same effect of reducipg This is why three moving the system t&(n+1) = R,. According to the phase
possible actions are selected fy: reducing X' (action 1), diagram in Fig. 7, it is very likely that such a move from
increasing?” (action 2), or both (action 3), each of which isg, to R, is partially due to the overreacting of action 1 at
represented by one arrow within regiéh. The proper actions g, The learning algorithm should then be able to reduce the
in the remaining unbalanced regions can then be similagyobability of action 1 at?;, which is achieved by increasing
constructed from Table I. the probability of the other action(s), such as action 2 in the

Our adaptive algorithm is designed on the basis of the phasigase diagram. In Table V, such a probability adjustment is
diagram in Fig. 7. First, since the balance point is expectedigpresented byj1—,2+}, which is to weaken action 1 while
be unique by the quasi-static approximation, the local seargiiengthen action 2 once the stdte is moved toR, through
of (T, X,,) on the basis of the presefit,, 1, X, 1) should one adaptation. The purpose is to reduce the likelihood for
be sufficient. In other words, only the incremental changese stochastic learning automata system to repeat the same
(AT,,AX,) need to be assigned to the control actions imistake when it comes back to stafg. If action 1 in state
each region, with respect 6, = 7,,_; + AT,, and X,, = R, somehow leads to statB; instead ofR,, it is obvious
Xn—1+ AX,. As summarized in Table Ill for the design offrom Fig. 7 that such a transition is unlikely to be caused by
AT, and AX,, we use “0” for no change,+" for some action 1 but by other traffic/resource variation factors. Hence,
positive value, and =" for some negative value. Botll;, no probability adjustment is required as indicatedriwfl in
and.X,, must be positive. In practiceY,, is defined in packet Table V for the transition fromR?; to R5 upon action 1.
units and?,, in second units. All the possible probability adjustments for different

The actual value of each action can be optimized by carethte transitions can be similarly constructed as listed in
tunning of the action value based on real trace simulations. F@able V. For some transitions, however, one may not be
all our simulation studies, we simply fiX7,, = £1 and assign able to exactly identify if the transition is attributed to the
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TABLE V
PrROBABILITY ADJUSTMENT FORACTIONS IN STATE R(n). “14+" MEANS TO INCREASE THE
PROBABILITY OF ACTION ¢ AND “¢—" M EANS TO REDUCE THE PROBABILITY OF ACTION ¢
(R(n),action) | Ri(n+1) | Ro(n+1) | Rs(n+1) | Ry(n+1) | Rs(n+1) | Re(n+1)

(R, 1) null {1-,2+} null {1-,2+} null {1-,2+}
(R1,2) null null {1+,2-} null {1+,2- } null
(Ry,3) null {1-,2+,3-} | {1+,2-,3-} | {1-,2+,3-} | {1+,2-3-} | {1-,2+,3-}
(Ro, 1) {1-2+} null null {1-,2+} null null
(R2,2) null null {1+,2-} null null {1+,2-}
(R2,3) {1-,2+,3-} null {1+,2-,3-} | {1-2+,3+} | {1-,2+,3-} | {1+,2-,3-}
(Rs3,1) {1-.2+} null null null {1-,2+} null
(R3,2) null {14,2- } null {1+,2-} null {1+,2-}
(R3,3) {1+,2-,3-} | {1+,2-,3-} null {1+,2-3-} | {1-,2+,3-} | {1+,2-.3-}
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action taken in the previous state. For instance, considgeps are identical for both static and adaptive flow identifica-
the transition fromRs; to R; upon action 1. From the tion/classification schemes.
phase diagram, it is not clear if such a transition is causedThe second component provides the on-line measurement
by action 1 in R3, which otherwise would require furtherand filter operation for the present utilization of individual
knowledge of the operating point within regioig and R;. resources, i.e., to identify;(n), Vi.
In this situation, we simply choose to weaken action 1 while The third component is designed for periodic update of the
strengthen action 2 in statBs; for the purpose of reducing global parameter§X,,,T,,}. The following steps are required
the likelihood of repetition of such transitions. per adaptation.
There are two types of probability adjustment in Table V. « Identify the current stat&(n) (with no more than three
One only deals with the probability adjustment of action 1  subtractions and three comparisons).
and action 2, expressed by « Decide whether a probability vector is to be updated (with
Pl (n+1) =pl (n) — \pl (n) no more than four _c_omparisons). _
j 1= i o ¢ Update the probability vector by (13) or (14) (with no
p‘l?(nJr ) p‘?z (n) + Apg, (n) more than three additions, five multiplications and two
p3(n+1) = psy(n) (13)

divisions).
with 1,0 € {action 1action 2 and X is a properly se- ° Choose a control action (with no more than two compar-
lected tunning parameter in the range @;1). The other

isons, plus one random number generation).

type requires the probability adjustment of all three actions,* Update 7, and X, (with no more than two addi-
expressed by tions/subtractions).

j o Since the adaptation time interval is in the range of a few
t t i ; ; i seconds. the time complexity of this component is negligible
’ — AP, (”)Pa}(”)/(Pag (n) + 1ty (n)) as compared to the first component.
Ph,(n+1) = pl,(n) + Apl,, (n)

Pl (n+1) = ph, (n)
— Al (m)pl, (n) [ (P, (n) + P, (n))
with «q, ao, g € {action 1 action 2 action 3.

(14) VI. SIMULATION STUDY

In this section, the performance of the proposed adaptive
C. Design Complexity flow classification algorithm is tested based on the real In-
. . . ernet/intranet trace simulations. Two important performance
There are three b_a5|c comppnents n the design _Of ggpects will be examined. First, the optimality of the proposed
abov_e ad"?‘F’“V?‘ a'go“th_m- T_he f|r_st one is for the function daptive algorithm is tested against the optimal static solution
flow |d§nt|f|caylon/cla55|f|cat|on given the curre(ii,, T, }. in a relatively smooth traffic environment, given vastly dif-
It requires a “m?“i and a Couﬁteﬁ’i at eagh 'a¥er'3 flow ferent initial conditions. Second, we show the robustness of
cache table entry, wheret; provides the arrival time of the the adaptive algorithm to the abrupt changes of input traffic

phrewous pa}:ket inﬂi glveshthe .numblerbofl p_acketl a(:;;'r\]/.""ls Ncharacteristics and available resource capacities, where the
the current flow. Assume there is a global time claakhic guasi-static approximation may no longer hold.

provides the current time. Upon each packet arrival at ety ™ e following parameters are provided for the simulation
the component takes the following four steps. study. The adaptation time interval is set to 2 s. The criterion
¢ Ift—t; > T, setz; = 1to start a new flow identification. for 5,(n) ~ p;(n) is measured by = 0.08. The weighting
« Ift—t; <T, andwz; < X, setz; = x; + 1 to continue factors (wy,w,,ws) for damped utilization are chosen as
flow classification. (0.5,0.6,0.6). The parametei in the learning algorithm is
e If t —t¢;, < T, andz; > X, set up connection for a fixed at 0.5.
long-lived flow. To test the optimality of the proposed algorithm, we first
* Sett; = ¢ to upgrade packet arrival time. consider the Internet backbone traffic, representefixyest-
Note thatt — ¢; is the current packet interarrival time. Thesérace The following fixed resource capacities are assumed to
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2 ™ ; s TABLE VI
@ 2 RESOURCEUTILIZATIONS AND L0OSS RATES SAMPLED AT DIFFERENT TIMES
= = = OF DAY WITH A STATIC PARAMETER ASSIGNMENT (T, X') = (5.5).
& M St S0 : _ _ -
; time 1 P2 P3
% 100 0 100 % 100 10 : 00em | 0.4339 | 0.4737 | 0.4390
o (sec) n (sec) n (sec) 12 : 50pm | 0.1338 | 0.2696 | 0.3403
(@ (@ 3:15pm | 0.9980 | 0.7701 | 0.5666
l_C1O C 10— e
e
o P °, o 0 1m0 cases which are not optimal in static sense. In other words,
n (sec) n (sec) the optimal solution(7, X°) for the static classification
2 m ) is strongly dependent on traffic characteristics and resource
4,20) 2 (6,4) 1 4) P . .
= { = R = availability, which area priori unknown.
= LS et (8,9) £, 05 (4'23 { Note that the trace used for the simulation is only 20 min
Nttt er] RN O WP (4,20) : ) ) ) ) |
6:4) PN i o e N4 long, which is relatively stationary in the sense that the daily
0 100 0 100 0 100

traffic level and pattern changes have not come into play.

Hence, even if a fixed operation point is found to be optimal at

(FGigﬁ-(STE;E)i”(S;‘)E”(T )bAegaVith of ift‘iﬁl’dl i"f‘IDaCt Wifh%g; ?'0)) - (|4720),~ some time of a day, it is likely for the same system to operate in
,2),(0,9). —(C aptive control performance, , (€) control sequence, | _. . -

and (f—(h) static control performancg. quency highly unba}lanced mode as the daily trafflcllevel and pattern

change. For instance, let us study three 5-min traces from the

same fast Ethernet hub at Cisco Systems, Inc., at different

n (sec) n (sec) n (sec)

be available: times on March 4, 1997. Given that the capacities of the three
resources are fixed &Smax, Crmax, Amax) = (500, 20, 500),
Swmax = 5000 pktps  Crax = 300 flwps (15) with the static control we foun(ll™, X°) = (5,5) for the trace

Apmax = 5000 flw collected at 10:00 am Pacific time. From Table VI, we see that
all the average utilizations are well balanced with less than 4%
where Cy.., is considered to be relatively more constrainedeélative difference. Also listed in Table VI are the statistics of

To see the impact of different selections of the initial contrdh€ Other two 5-min traces collected at 12:50 pm and 3:15
parameters§Ty, Xo) on the transient convergence behavior g using the same static contrd”, X?) = (5,5). As
the adaptive controller, three sets @, X,) are selected, ONe can see, the utilizations now become highly unbalanced,
i.e., (4,20), (6,4), and(8,9). In order to stimulate a highly especially for the heavy load trace collected at 3:15 pm. The
nonstationary transient period, all our simulations further sta@W utilizations at 12:50 pm are the consequences of the low
from zero initial resource utilizations. Fig. 8 shows the firdfaffic volume during the lunch break time.
200-s convergence behavior of the three instantaneous resourdeét us now examine the optimality of the proposed adaptive
utilizations defined in (1). Focusing on the adaptive resuf@dgorithm in an intranet environment. We found that all the
in Fig. 8(a)—(c), we observe that the substantial overloadid§0-Mb/s fast Ethernets, where the traces were collected,
and underloading of the initial impact are soon extinguishéd€ highly underutilized (about 5% on average). A flow-
despite the vastly different initial conditions. After the initiaPased hybrid access switching system in a LAN environ-
70-s period, allp;(n)’'s are approaching 80%. Also plottedment is expected to support multiple fast Ethernets. For
in Fig. 8(d) and (e) are the control sequences(Bf, X,,), instance, consider a hybrid access switching system which
which are approachings,9), respectively.Fixwest-traceis has eight 100-Mb/s fast Ethernet ports. The aggregated traffic
found to be rather smooth during the 20-min collection. Thi§ therefore generated by the superposition of eight 5-min
is why all p;(n)’s are soon stabilized an@I},, X,)’s stay fast Ethernet traces, collected at Cisco Systems, Inc. The
almost unchanged after the initial impact. aggregated traffic volume is 34 Mb/s on average. We set the re-
The smoothness of the traffic lends us a natural meansS@UIce capacities &byax; Ciax; Amax) = (3000, 400, 3000).
examine the optimality of the proposed algorithm. For config. 9(a)—(e) shows the convergence behavior of the adaptive
parison purposes, we ran multiple static control simulatiogentrol for (7;,, X,,) approaching the optimal balance point
based on the same trace, each of which is conducted witti3a3), starting at the initial condition(7y, Xo) = (15, 15).
different pair (7', X). A complete static search gave us thdhe same optimial balance point has been verified by the static
same near-optimal solutiai¥, X°) = (8,9) as found by the control at fixed(7, X°) = (3,3) displayed in Fig. 9(f)—(h).
adaptive algorithm, where all the three utilizations approadkgain, we have seen the fast convergence of the adaptive
to the balanced point 80%. Clearly, the performance of tls@ntrol to the unique balance point regardless of the initial
adaptive control quickly converges to the optimal solution iponditions.
spite of vastly different initial conditions. Next, we examine the adaptivity and robustness of the
Also plotted in Fig. 8(f)—(h) are the simulation resultproposed algorithm to potential abrupt traffic changes, where
of the static flow classification fof7, X) simply assigned the quasi-static approximation may no longer hdtkwest-
by the three different sets of the initial conditid¢fip, Xo), traceis adopted here and its major applications are abruptly
where the three utilizations are highly unbalanced for the tworned off and on. The three dominant applications in the
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n (sec) n (sec) n (sec) software-forwarding capacity.

Fig. 9. Control performance on an intranet trace: (a)—(c) adaptive
control performance with initial conditiotTy, Xo) = (15,15), (d)-(e) Upon each turn off and turn on, as explicitly shown in the last
control )sequ?nce)(Tn,Xn), and (f)—(h) static control performance atp|0t of Fig 10. we do see some momentary undershoot and
(T°,X°) = (3,3). o o ) 7

overshoot behavior of the individua](n)’s. This is a common
phenomenon in control systems. With finer parameter tunning,

1 1 1 which is beyond the scope of this paper, such momentary
undershoots and overshoots can be further reduced. It is clear
Z o5 Tos € Oﬁw that after each abrupt traffic change the adaptive algorithm can
= o = soon resume the resource balancing, which is expected to be
o @) o (b) o () unique and optimal in moving average sense.
0 n5(%%c1)000 0 n5(OS%C1)000 0 n5(95‘éc1)000 Let us now consider another set of resources, given by
i5 is (Smax; Ciaxs Amax) = (2,000,800, 30,000) using the same
15 _ units as in (15). Compared to the previous set, this system
10 2 has significantly less software-forwarding capacity but more
e mth-\,JLmv =3 K b %_'j ] connection-setup and active-connection resources. The results
5 5 509 are presented in Fig. 11. Again, the proposed algorithm re-
o (@ 0 ) | = o 0 sumes the resource balancing shortly after each abrupt traffic
0 500 1000 0 500 1000 0 500 1000 changes.
n {sec) n {sec) n (sec)

So far, all our case studies have been focused on the
Fig. 10. Adaptive resource allocation to abrupt traffic change. effect of traffic characteristics on the performance of the
adaptive algorithm, assuming fixed resource capacities. In
trace areipip, dns andhttp, each of which consists of 18%, practice, this assumption is unlikely to be true, as discussed
16%, and 38% of the total packets, respectively. Differem Section I. It is important to study the performance of the
applications may have different requirements on resourcesadaptive approach with time-varying resource capacities. Our
the same giver{T,, X). Hence, turning these applications offsimulation study is based dixwest-traceWe first assume that
and on within a 20-min time period would create a somewhtte maximum resource capacities &%,.x, Crmax, Amax) =
exaggerated worst-case scenario for the daily traffic chang®&000, 500,8000). The static optimal control has been iden-
Within the first 100 s, thepip traffic is turned off. Thehttp tified at (7, X°) = (10, 8), achieving the balanced average
traffic is then turned off within the next two separate timetilization of 50%. Consider then the variation of the three
intervals, i.e.,n = (200,230] andn = (300400] in seconds. resource capacities. They are first reduced to 40% of their
The dnstraffic is turned off last withinn = (500,600]. The maxima, in turn with 100-s duration each, at time 68, 268,
same resource capacities defined in (15) are assumed toabd 468 s, respectively. They are then changed to 80% of
available. Fig. 10 shows the time adaptation of the dynamticeir maxima at time 668, 718, and 768 s, respectively. Such
resource management to the abrupt traffic changes. The initedource capacity time variations are depicted in Fig. 12(i).
value (T, Xo) is set at(2,2), which is far from the optimal We first show the simulation result of the static control at the
point. To concentrate on the effect of the abrupt traffic changdixed (77, X°) = (10,8) in Fig. 12(a)—(c). As one can see,
the first 32-s transient period of the initial impact has bedhe resource capacity variations easily drive the utilizations
neglected in the plots. Also displayed in Fig. 10 are theut of balance, resulting in constant overflow of individual
control sequences df,, and X,,, as well as the traffic level resource(s) while the other resources are highly under-utilized.
variations. Obviously, the proposed algorithm has quickly contrast, Fig. 12(d)—(f) provides the corresponding simula-
adapted to the abrupt traffic changes and converges quickibn results of the adaptive control with the initial condition
to the new balance point with only one or two adaptationsZy, Xo) = (10, 8). It is obvious that the adaptive algorithm
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address in this paper is related to flow entry search upon
each packet arrival. Since the flow cache table could be
large, especially for flows defined at fine granularities such
as host-port granularity, designing efficient algorithms for
flow cache entry search is crucial for the success of the cut-
through switching technologies. This issue is currently under
investigation.
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Fig. 12. Adaptive resource allocation to abrupt resource capacity changd:ANR for the FIXWEST trace.

(a)—(c): static control performance witlf’, X) = (10,8), (d)—(f) adaptive
control performance at initial conditiofily, Xo) = (10,8), (g), (h) control
sequencéT,. X, ), and (i) resource capacity change patterns.

(1]
effectively adjusts its control parameters to balance the whol
resource utilizations despite the abrupt change of individual
resource capacities. That is, the residual capacities of dfl
resources are fully utilized to absorb the potential overflon4]
of individual resources.

In summary, our simulation study exhibits the viability 5]
of the proposed flow adaptation to the dynamic aIIocatiorL
of constrained resources under time-varying traffic/resource
conditions. [6]

VIl. CONCLUSIONS AND FUTURE WORK [7]

In the design of hybrid switching systems, we introduced
a new concept of adaptive flow classification, which offerds]
a unique way to dynamically minimize the maximum of the
three major system resource utilizations under time varying)
traffic/resource environment. A static version of the min—max
problem was shown to be equivalent to a balance probléf'ﬁ)]
with the existence of a unique balance point. Based on the
quasi-static approximation, the adaptive control problem can
be transformed into the tracking of the single balance point
in moving average. An effective adaptive flow classification
algorithm was then developed based on the stochastic learning
automata system formulation. Our simulation study based on
real Internet/intranet traces revealed the significant advantage
of the adaptive flow classification approach over the static
approach. The adaptive algorithm is found robust in the
presence of abrupt changes of traffic characteristics and system
resources with fast convergence. Since the time complex’
of (7;,,X,) adaptation is negligible as compared to othe
functions in a real system, more sophisticated algorithr
can be developed for further performance improvement. F
instance, one may build the monetary cost of individui
resources into the control model such that the overall cc

of the resources is to be minimized in the switch produi r},{m:?j\l}
design. One can also extend this paper to include othasi =1
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