Databases and Mobile Computing
Abstract:

The emergence of powerful portable computers, along with advances in wireless communication technologies, has made mobile computing a reality. Among the applications that are finding their way to the market of mobile computing -those that involve data management - hold a prominent position. In the past few years, there has been a tremendous surge of research in the area of data management in mobile computing. Due to the nature of the mobile computing environment and the restrictions of limited bandwidth and the limited amount of resources available on the mobile devices make traditional database concepts inadequate. In this paper we will look at a number of techniques that make databases feasible in mobile environments. 
1. Introduction:
Thanks to the convergence of fast reliable networks and the availability of fast portable computing devices, mobile computing has become a reality. But the network available to the mobile devices is less than ideal with frequent disconnections and sometimes very low bandwidth. The implication of this is that the mobile device will be experience extended and sometimes involuntary disconnection from the other devices. In some cases the mobile device will voluntarily disconnect from the network to same battery power. Even when the mobile device is disconnected from the network it may continue to process some task. The mobile device have limited amount of memory and in some cases have no storage space. Thus a database in a mobile computing environment is a highly valuable entity that is often accessed by hundreds of mobile devices. In this paper we will discuses some of the impact mobile computing has on traditional Database concept. 

2. Mobile Computing: 
The general architectural model of a mobile computing environment is given in Figure 1. The model consists of both fixed and mobile devices. Mobile units (MU) are computing devices that can connect to a stationary (fixed) network via wireless links like a packet switched radio network or an infrared network. Fixed hosts are computers on the fixed network with no wireless capacity to directly connect to mobile units. Base stations (BS) - also termed mobile support stations - are computers on the fixed network with special equipment to connect to mobile units, and are therefore the gateways between mobile units and fixed hosts. A cell is a set of mobile units serviced by the same base station. As MUs move across BS coverage areas, one BS hands off the MU to another (handoff), causing the network’s topology to continuously change with the mobility of MUs. If data is to be accessed on MUs, the system must keep track of the location of MUs and their supporting base stations.
[image: image1.png]Figure 1: Architecture for Mobile Systems




Mobile computing is characterized by a harsh communication environment. The bandwidth available is low compared to a fixed network. The available bandwidth is orders of magnitude lower than that available in the fixed network. The harsh environment increases the error rate in the channel. Due to the nature of the network, disconnections are also a common event. Another big issue in mobile computing is the security of the data. 

The major issues that we have to look into, regarding the use of databases in mobile computing, can be classified into three broad categories. Query processing, because of the limited bandwidth available, approximate answers to a query may be accepted to save the limited bandwidth. One might want to process the query based on the current location of the mobile device. The second issue is Transaction Processing. The database has to take special steps to ensure that the database is consistence during the event of disconnection and failure. Security is another issue that needs to be considered.  In the next few sections we will look at each one of the above cited issues in more detail. 
3. Query Processing:
Query processing in mobile databases is a special challenge because we have to consider the limited resource of the mobile system and the changing location of the mobile user. The queries issued in the mobile system are different from those issued by the fixed system because the location information adds power to the query but at the same time it also adds complexity to the query processing.  The complete process of query processing can be divided into the three phases translation, optimization, and execution. The three phases can be executed on different locations. But not all the different possible combination is feasible. Figure 2 shows the three possible processing strategies on a mobile computer.

[image: image2]
If we have only limited resources in the mobile device then we send the query to the server to be processed there and the results are returned back to the mobile device. In the second situation the query processing is started in the mobile device. After the semantic analysis of the query it is seen that the processing of the query will require lots of resources therefore the query is again sent to the server to be further processed. In the third situation the whole query is processed in the mobile device since the mobile device has enough resources to compute the query or it is disconnected from the network. 
The constraints of the mobile computing will make approximate answers to queries more acceptable than in traditional database systems, since the alternative to an approximate answer may be no answer at all. Another aspect of query processing for mobile computing relates to the nature of queries themselves, parameters to a query may be expressed relative to the current location of the mobile computer from where the query is executed.
4. Transaction Processing:
A mobile truncation can be considered as a distributed transaction in which part of the transaction is executed on the mobile host and part of it is executed on the fixed host. In the wireless environment the transactions are long lived due to the uncertainty of the medium and longer network delay. Due to the mobility of the host the transactions access heterogeneous databases. Traditionally, transactions are modeled as a sequence of read and write operations, which has a flat structure with a single begin and a single abort or commit statement. But in the mobile environment transactions are more complex, long lived and access possible multiple heterogeneous databases. Due to these characteristics a more flexible model called open – nested model was developed in [6]. In this model the transaction is viewed as being made up of sub transaction which corresponds to the number of dependencies in the transaction. Each sub transaction is either a flat transaction or an open – nested transaction. The strict requirements that are imposed on the transaction in the fixed environment are relaxed in the open-nested model. The atomicity property is specified at the sub transaction level rather than at the transaction level in the fixed world. To maintain the consistency of the database a new scheme has been introduced. In this model semantically related or closely located data are groped into clusters. The data inside the cluster have to be fully consistence. Different degrees of consistence are defined for data located in different clusters. The degree of consistency between the different clusters depends on the available bandwidth. When the network connection is week the level of consistency between the different clusters is also week. Consistency among the clusters is restored when the clusters are merged. 
 Frequent disconnection of mobile computers implies that the system must be able to take special action on behalf of active transactions at the time a disconnection is predicted. Some of the actions that can be taken by the system to avoid losing data are given below.
· Transaction processes may be migrated form a mobile device to a non-mobile computer if no further user interaction is needed.

· Remote data may be downloaded in advance of the predicted disconnection in support of interactive transactions that should continue to execute locally on the mobile machine after disconnection.

· Log records may be transferred from the mobile computer to a non-mobile computer as frequently as possible.
5. Security:

Implementing security in a wireless environment is a difficult task due to the mobility of the users and the network components and the fact that the medium is susceptible to eavesdropping. Since mobile devices connect to different networks authentication of a mobile host is a difficult task and it is problematic. When I mobile device moves from one location to another the data that is sent to it is vulnerable to theft and coping. This can be avoided by adopting various encryption techniques. 
One of the most important issues in mobile computing related to security in databases is the trust between system components. Traditionally, database systems based their operation and their security on that of the underlying operating system. It is clearly that some such degree of trust is needed for resource sharing between a mobile computer and a foreign environment for the mobile device to work properly in a foreign network. 

6. Conclusion:
The nature of the mobile computing environment make traditionally used database models inadequate. In this discussion we saw a number of techniques that where developed to make processing of queries and execution of transactions in a mobile environment possible. Query processing in mobile database systems is a special challenge because we have to consider the limited resources of mobile systems as well as the changing location of mobile users. In this paper, we saw how the location of the execution of the query could be optimized. As we can see, the amount of research in this area has been incredible. However, even now some problems persist. There is a need for better protocols in the area of transaction management, better interfaces, clever algorithms that exploit locality to shape the answers to queries. Undoubtedly, we will continue to see a steady number of research contributions in the future.
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Figure 2: Execution sites of a query
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