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Abstract—

Telecommunicationsevice providers have begunto offer ubiquitous ac-
cessto data. As a result, the Inter net is not limited to computersthat are
physically connectedbut is also available to usersthat are equipped with
mobile devices. This accesduels the growth and the usageof dynamic In-
ternet, which needsincreasingsupport for Inter net Protocolsand transmis-
sion control protocolsover wir eless/mobilenetworks.

An active networking architecture providesthe infrastructur efor appli-
cationsto inject user programsinto the nodesof the network. This enables
customizationof the network nodessothat application-specificservicescan
be downloaded into the network in the form of new protocols. The aim
of the active networking is to design,developmentand implementation of
new communication architecture that allows rapid and safedeploymentof
advanced networking services. Thesepaper discussesactive network re-
quirementsand issuesin mobile computing environment.

|. INTRODUCTION

Traditionalnetworkshave thedravbackthatthein-
termediatenodesareclosedsystemsyhosefunctions
arerigidly built into the embeddedoftware. There-
fore, developmentand deploymentof new protocols
in suchnetworksrequiresalong standardizatiopro-
cess.

The conceptof actve networking emeged from
discussionsithin the broadDARPA researclcom-
munity in 1994and1995on the future directionsof
networking systems.The ideaof messagesarrying
proceduresand datais a natural stepbeyond tradi-
tionalcircuit andpaclket switching,andcanbeusedo
rapidly adaptthe network to changingrequirements.
Along with awell understoodxecutionervironment
within network nodes,this program-basedpproach
providesafoundationfor expressingnetworking sys-
temsasthecompositiorof mary smallercomponents
with specificproperties. Servicescan be distributed
andconfiguredto meetthe needsof applicationsand

statementsanbemadeabouttheoverall network be-
havior in termsof individual component$3].

Active networking offers a differentparadigmthat
enablegprogrammingntermediatenodesin the net-
work. A network is active if it allows applicationgo
inject customizedgrogramsanto the network to mod-
ify the behaior of the network nodes. This allows
applicationgo customizehenetwork processingnd
adaptt to theapplications immediaterequirements.

The corvergenceof telecommunicatiometworks
andthe Internet,entailsincreasedsupportfor paclet
switchednetworksto routepacletsgeneratedby mo-
bile usersanddemandsmoothinter-operationof In-
ternetprotocols. This corvergenceis in accordance
with the aim of integratedserviceswhereall traffic
typesaretransmittedon the samenetwork resulting
in costreductionandsmoothimplementatiorof new
serviceq2].

However, one of the fundamentalproblems of
bringing Internet contentto mobile usersis that
widely deployed Internet protocols assumefixed
hosts,which meanscurrentprotocolsoperatingover
the Internethave to be upgraded Furthermorethese
protocolsmustbe scalableo millions of mobile sub-
scribersandadaptve to mobile characteristicsCur-
rentprotocolssuchaslP andTCPwereoptimizedfor
fixed networks, and do not directly supportthe mo-
bility of hosts.

Theremaindeof the papers organizedasfollows.
In section2 we talk aboutthe active networks. Sec-
tion 3 discussesherole of actve networksin a mo-



bile computingenvironment.In section4 a compari-
sonbetweertwo active networks systemis provided.
Section5 is theconclusion.

1. ACTIVE NETWORKS

Traditional networking implementationdollow a
layeredmodelthat provides a well-definedprotocol
stack. Active networking offers a technologywhere
the applicationcan not only determinethe protocol
functionsasnecessaryat the endpointsput alsoone
in which applicationscan inject nev protocolsinto
the network for the network to executeon behalf of
the application. The nodesof the network are pro-
grammablesntitiesand applicationcodeis executed
atthesenodesto implementnew services.

In an active network, data paclets are informa-
tion entities. Theseentities,which are called Smart
Padkets containa destinatioraddressyserdata,and
methodsthat canbe executedlocally at ary nodein
the active network. The codein the paclket canbein
ary executableformatandit is executedat the node
if thenodehasthe correctprocessingrvironment.

Nodesin anactive network arecalledActiveNodes
becausethey are programmableelementsthat al-
low applicationsto execute userdefined programs
at the nodes. Active nodesperform the functions
of receving, schedulingmonitoringandforwarding
smartpaclets. In actve networks routersare pro-
grammableThe programsaxecutingattherouterare
eitherpermanentlyinstalledor they exist for the du-
rationof the sessior{3].

Two major approacheso active networks may be
distinguisheddiscreteandintegrated,dependingon
whethemprogramsanddataarecarrieddiscretelyi.e.,
within separatenessagesr in anintegratedfashion.
« Programmable Switdes: This approachallows
usersto inject programsinto requirednodesusinga
specialtag locatedwithin the paclet. Userswould
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first inject their customprocessingoutinesinto the
requiredrouters.Thenthey would sendtheir paclets
throughprogrammablenodes. In this approachthe
existing paclet/cell formatis maintained,anda dis-
cretemechanisms providedthatsupportghe down-
loading of programs. When paclets arrive at the
node, the user specific programwill be invoked to
processthe paclet’'s content. Further the program
may performcomputatioron subsequernpacketsbe-
longing to the currentconnection. This is particu-
larly usefulwhenthe selectionof programsis made
by the network administratorsratherthanindividual
enduserd?2].

« CapsulesAppmad: This approachis similar to
how a Postscriptprinter evaluatedts content.In ac-
tive networks,eachpacletcarriesasetof instructions
whichisinterpretedy network nodes.Thisapproach
replaceghe passve pacletsof presentday architec-
tures by active miniature programsthat are encap-
sulatedin transmissiorframesand executedat each
nodealongtheir path. Userdatacanbe embedded
within thesecapsules.Whena capsulearrivesat an
active node,its contentsare evaluated. Bits arriving
onincominglinks areprocessethy amechanisnthat
identifiescapsuleboundaries.The capsulesontents
arethendispatchedo a transientexecutionenviron-
ment,wherethey cansafelybeevaluated.Theexecu-
tion of a capsuleresultsin the schedulingof zeroor
morecapsuledor transmissioronthe outgoinglinks.
During evaluation,the capsulehasaccesdo built-in
routinesfor accessingesource$2].

Thepassve pacletsof presentiayarchitecturesre
replacedwvith active capsulesCapsulesisethebuilt-
in constructf a programminganguageo perform
paclet processing. The Active IP Option field, as
shavn in figure 1, providesa mechanisnfor embed-
ding a programfragmentin an IP datagram.These
fragmentsare then executedby active routersalong
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Fig. 1. Formatof theActivelP field

the path taken by the datagram. Conceptually the
Active optiontransformsthe IP optionsfrom a fixed
setof standardizedoutinesto an extensiblecollec-
tion integratedby a programminganguagg9].

Today networks can benefitfrom active network-
ing paradigmwith the dynamicdeployment of net-
work servicesthat can be tailored to the users re-
guirementsFor thelastsix years,differentvision of
theactive networking paradigmhasledto variousim-
plementation®f the concept.Theseactive networks
architecturediffer in mary points. The main two
implementednodelsare Active NodeTransportsys-
tem(ANTSjrom the Massachusettsistituteof Tech-
nology, andthe SwitthhWare framework from the Uni-
versity of Pennsylania. Thesetwo arewidely avail-
able, flexible enoughfor modificationsand experi-
ments,and have beenconsideredas the two candi-
datesfor the designof nation-widelPv6 active net-
work backbond1].

A. ProtocolClassesn ActiveNetworks

Thegroupingof protocolsinto classeslsohelpsus
to identify commoninterfaces.We canthendefinea
structurefor the pacletsthatimplementprotocolsbe-
longingto the particularclass.Protocolsof the same
classgenerallyrequirethe samesetof servicesrom
the actve nodeon which they aredeployed. For ex-
ample, protocolsbelongingto the bridging classre-
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it hasto hold a paclet from oneof the streamswhile
paclet(s)from the otherstreamsarrive. Researchers
have identifiedthe following classe®f protocols[5]:

« Filtering: This classencompasseall thoseproto-
cols that perform paclet droppingor emplogy some
otherkind of bandwidthreductiontechnique. Pro-
tocols belongingto this classare primarily devel-
opedto reducebandwidthrequirement®f the appli-
cation data. Temporaryreductionin bandwidthre-
guirementss necessaryn the faceof transientcon-
gestionproblems. Applicationsdeploy the filtering

codein one of two ways. Applicationsuse smart
paclets, which “sniff out” the nodeswithin a setof
nodesat which a rate mismatchoccursand installs
thefiltering protocolat thosenodes.Applicationcan
alsochooseo figure out the connectiorpathbefore-
handandprimethe pathby installing the protocolat
all nodeson the pathto tacklearny congestiorprob-
lem[5].

« Combining: This classhasthe property of com-
bining pacletsthat may comefrom the samestream
or from different streams. The Wireless ATM

Voice/Dataproject combinestwo or more paclets
from the samestreamto form a single paclet, which
is forwardedto the next hop. CachingresearcHalls
into this cateory becausethe inherentpurposeof
cachingis to combinecommonrequestdrom sepa-
rate streamsinto one consolidatedequestand then
multicastthereply backto therequestingparties[5].

« Transcoding:Protocolghattransformtheuserdata
into anotherform within the network belongto this
class. Encryption protocolsand image corversion
protocolsbelongto this class. Encryptionprotocols
are generallydeployed only at the end-pointsof a
connectionwhereascompressionprotocols are de-
ployedeitheratthe end-pointsor at pointsin the net-

guire storageat the actve nodes. This is because work, wherecongestions likely andbandwidthcon-
the protocol hasto combinepaclets and sometimes trol alternatvesaredesired5].
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« Security: The ability of the user codeto access with themobilehostfasterresultingin efficientrout-
noderesourcegaisesthe questionof security Ac- ing of paclets.

tive nodeanustpreventsmart-packtsfrom overcon- « Traffic Customization: Customizationis invoked
sumptionof resourceswhetherdoneintentionallyor dependingon the currentstateof network. If a par
not. Active nodesmust also guaranteghat smart- ticularhostis receving a significantnumberof bind-
pacletsfrom oneapplicationdonotinterferewith the ing updatesthenthe network canload an aggrea-
executionof otherunrelatedpaclets. Smart-packts tion programwhich decreasethenumberof updates
mustalsobe preventedfrom unauthorizecaccesdo messagesthus conservingbandwidthand reducing
noderesourcesuchasinternaltables[5]. thenumberof pacletsto be processedatrouters.

« Management: The programmabilityof nodesin « Customizedirchitecture: To reducethe numberof
an actve network enablesthe creation of self- signalingmessages commonpracticeis to utilize
configuring,self-diagnosingnetworks. This involves ahierarchicahetwork topology Hierarchicalforeign
actionssuchasalarmandeventreporting,configura- agentslonotnecessarilgnsurdow hand-of lateng.
tion managemerandworkloadmonitoring[5]. Active network-basedsolutionsprovide agenericso-
« Routing: In anactive network, routingis anappli- lution thatis independentf any topologyandalsore-
cation serviceas opposedto network management, ducebandwidthrequirement®f signalingmessages.
whichis still anetwork function. Usingcustomrout- « Quality of ServiceAdaptation: Variationin QoSis
ing stratgies, applicationscreatevirtual topologies handledinternally ratherthan waiting for end-hosts
thatareoverlaid on the physicalnetwork [5]. to adapt.Having the network handlethe QoShasthe

Theprincipalconcern®f mobilewirelessnetworks effect of distributing the work load associatedvith
arethatthe mobile hostsaretypically resource-pogr adaptatioramongthe network elements.
have low bandwidth,and unreliableconnectiity to + Reuseof States: Active networks are particularly
the staticelements Theimplication of thelow band- usefulin connectiororientednetworks andmulticast
width problemis thatdatatransmittedover thewire- protocols,wherea lot of informationis maintained
lesslink hasto beratelimited to matchthebandwidth Within the network. The adwantageover end-hosts
of thewirelesslink. Thisis achieved eitherby com- basedsolutionss thatthesestatesanbereused!f an
pressingthe databefore sendingit over the link or €nd-hossolutionis used,alot of probingis required
by droppinglow priority datapaclets. Applications to figure out the location of information within the
alonecandeterminevhatmethods themostsuitable Nnetwork beforeary updateis performed.
[2].

A. IP andMobility

[Il. MOBILE COMPUTING ENVIRONMENT _ _
Mobile IP researchis sparledby theneedfor apro-

The main contributionsresultingfrom the investi-  tocol, which supportsmobile deviceswhosepoint of
gationontheapplicationof active networksin mobile  attachmenthangedrequently Currentprotocolsre-
environmentare([7]: quire changego a mobile hosts addressmodifica-
« Managementof Location: The network manages tionsto a numberof configurationfiles andrestartof
the mobile host’s locationinsteadof a homeagent. all communicatiorsessionsvhenmoving from point
The correspondinghosts can establishconnections A to B. A mobile hostmustprovide the impression



of astationaryhostandits pointof attachmenshould
be hiddenfrom protocolsandapplications.

The main goal of mobile IP researchis to intro-
ducetransportlayer transparencieandto eliminate
theneedfor re-initialization,whenthe corresponding
hostchangesdts point of attachment. Another goal
is route optimization. Route optimizationrequires
cachingthe mobile host’s care-of-addresandupdat-
ing it whenthe mobile hostchangests point of at-
tachment4].

Home
Agent

Foreign
Agent 2

Agent 1

Mobile Host

Fig. 2. Setupof the network

In figure2, R1to R5 areprogrammedouters.The
mobile hostis moving from first foreign agent,to
the secondforeign agent. Node R2 notesthe mo-
bile hosts new care-of-addresandforwardsthereg-
istration request. At this point in time ary paclets
destinedfor the mobile hostwill be re-tunneledto
the mobile hosts new locationby R2. In addition,
a binding updateand registration reply messageas
sentto the correspondinghost and mobile host re-
spectvely. Thus,enablingthe correspondingdnostto
tunnelpacletsdirectly to themobile host's new loca-
tion andreducinghand-of lateny. Besideghatnewn
correspondinghostswishing to communicatewith
the mobile hosthave a fasterconnectionsetuptime
sinceactie routercanredirectpacketsto the mobile
host’s currentcare-of-addreswithout going through
the home agent. This enablesefficient delivery of
bindingupdated4].

B. Hierarchical Hand-of

In the active delivery schemehand-of processa
registrationreply is sentto the mobile hostor receipt
of a registrationrequestis processed.Hencehand-
off lateny is reducedsincethe mobile hostdoesnot
rely on its homeagent. The active delivery scheme
works both locally and globally; the active routers
are dynamicallysetup to promotescalability This
is becausasthe mobile hostmigratesto a nev do-
main, the local routergetsprogrammedand handles
all registrationrequestsvithin thegivendomain.The
centralideaasin cellularIP is to shieldmobility from
correspondindnostsandhomeagentg4].

In cellular IP, as long as mobile hosts migrate
within a domainmaintainedby the cellular IP pro-
tocol, thehomeagentsor correspondindnostsdo not
needto beupdated.

Whenan active delivery schemerecevesregistra-
tion requestjt sendsa registrationreply backto the
mobile host confirming the hand-of process. As a
result, the hand-of latengy is not dependenbn the
delaybetweernthe mobile host's new locationandits
home agentbut is dependenbn the delay between
itself andthe closestprogrammedactive router All
active registrationrequestsarerelayedto the mobile
hosts homeagent. So the programcould relay the
requesbnly if themobilehosthasmovedacrossub-
net. As aresult,the numberof actve registrationre-
guestsdirectedtowardsthe homeagentis reduced.
The benefitof this featureis crucial, wherehand-of
rateis high. Due to the high mobility rate,the home
agentexperiences highernumberof registrationre-
qguestsrom the mobile host,henceincreasingoand-
width usedandhomeagentioad|[3].

C. PadketRedirection

When a mobile host migrates, paclets are redi-
rectedat eachactive delivery schemeduring the mi-



gration itself. Simultaneously the corresponding
hostsareupdatedvith themobile host's new care-of-
addressDuring this interval, active schemeprevents
pacletsfrom beingforwardedto the wrong address.
When active schemereceves an ordinary paclet it
checkswhetherthe paclet is going towardsthe cor-
rect destination. If the paclet is headedo a wrong
addresghenthe pacletis redirected.The checkalso
determinesvhetherthe pacletis encapsulatedf so,
the paclet is decapsulatednd re-encapsulatedith
themobile host’s care-of-addresandsentto the mo-
bile host. Whenthe mobile hosthasa high hand-of
rateor themobilehostis unreachablgheschemaan
beprogrammedo delaythedelivery of messagesn-
til themobile hostbecomeswvailable[4].

D. SmoothHand-of

Buffering at the previous foreign agentmight not
be usefulif the hand-of latengy plusthetime for the
binding updateto get to the foreign agentis large.
To overcomethis problem,foreignagentcanbe pro-
grammedwith “Smart-Bufer”. This Smart-Bufer
sendsacknavledgementdor pacletsbufferedat the
foreignagentwhile waiting for bindingupdategrom
the mobile host. It monitorsall dataseggmentsand
acknavledgemenpacletsgoingto andfrom themo-
bile host. Smart-Bufer only sendsacknavledgement
for pacletsthat have not beenacknavledgeddueto
migrationandnew pacletsthatarrive aftermigration
[4].

To avoid over-buffering at the new basestation,an
acknavledgementspecifying the available recever
buffer sizeis sentto the sender By sendingthe al-
lowedbuffer sizeto thesenderexcessve buffering at
the basestationcanbe avoideddueto inappropriate
window sizeatthe sender

Therearetwo waysin whichtheappropriatéouffer
sizeis determined.First, if a smart-luffer program
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is running at the new basestation, the averagead-
vertisedwindow size is usedby other connections
is used. The smart-luffer programonly needsto
recordthe allowed window size from the acknawl-
edgemenipaclets. Therefore,the averagewindow
sizecanbe easily calculatedfrom connectionsnan-
agedby smart-luffer. Secondif thesmart-luffer pro-
gramis notinstalled thenthebuffer sizeallocatedoy
the active ervironmentis usedgiventhatthewindow
sizeadwertisedby the mobile hostis larger. In other
words, if the mobile hostis requestingmorethanit
should,thenthe adwertisedwindow sizeis replaced
with the buffer size allocatedby the active erviron-
ment[4].

E. Mobile HostMigration

When the mobile host migrates,the router previ-
ouslyresponsibldor the correspondingiostmay no
longerbe valid. Therefore,an updatemechanisnis
requiredto determinavhethertheresponsibilityroles
have changed.In active delivery schemethe update
processs initiated during the hand-of process. In
otherwords,whenregistrationrequesis receved or
uponreceiptof a binding updatesentto the previ-
ous basestation. When ary of thesemessagesire
receved, a binding updateis senttowardsthe corre-
spondinghostin which it hasresponsibility In ad-
dition, eachcorrespondinghostis informedto gen-
eratean active discovery capsuletowardsthe mobile
hostsnew location.Also, in theactive discovery cap-
sule,thelocal IP addresss included. Whena router
servingthe mobile hostinterceptghe new active dis-
covery capsule this capsuleis authenticated.If the
responsibilityvariableof active routerin the capsule
is similarto thatof thelocal IP addressthennoroles
have changedOntheotherhand,if thisvariabledoes
not matchthelocal IP addressandthe recordechop
countis smaller thenaninvalidatemessagés sentto



therouter[4].

F. Multicasting

Currentmulticastprotocolssuchas distancevec-
tor multicastroutingprotocolaredesigneawvith static
hostin mind andhenceare proneto problemin mo-
bile networks. Typical problemswith multicastingin
mobile networksare:

« After migration, multicastprotocolsthatarebased
onshortespathtreemayroutepacletsincorrectlyor
droppaclets.

« At thereceving end,whena mobile hostmigrates
to a cell with no othermembers,t will experience
delay This is mainly causedby subscriptiondelay
tree reluild or non-&istent multicastroutersin the
region.

Whenarecever migratesthreeissuesieedo becon-
sidered. First, the foreign network may not support
multicastservice. Therefore,the recever is unable
to rejoin the multicastsessionuntil it migratesto a
network, which supportsmulticast. Second the for-
eignnetwork may supportmulticastservicebut does
notjoin the multicastgroupin whichthevisiting mo-
bile hostis subscribedo. Third, in casewherethe
foreign network hasjoined the multicastgroup, the
recever mayreceve duplicatepacletsor only subse-
guentpaclets.

The actve network-basedsolution, which is called
AMTree, addressesheseproblems. AMTree takes
adwantageof the processingcapabilitiesat routers,
which enablemobile hoststo continuesendingpack-
etsto receversafter migration. Hencethe multicast
tree can be maintainedwith minimal modifications
andminimal pacletlateny resultingin low hand-of
latencieg4]. Themulticasttreeincorporateshebidi-
rectionalstateof treeandis notdependentnthestate
maintainedby the underlyingrouting protocol. An
active router can be easily programmedwith moni-
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toring andtraffic managemengrotocolsappliedonly
to partsof the tree. Here only one multicasttree
is requiredfor a given session. Furthermore peri-
odic messagesre not requiredto acquiretopology
changesandroutersdo not needto maintainpurein-
formation. Senderghatarenot membersof the mul-
ticastsessioncan sendpacletsto the tree. Whena
sourceis mobile, the sourceonly hasto form a new
connectionto the active router As far asthe router
concernedhe nenv connectiorformedis from a new
sourcegiven that the mobile sourcehas obtaineda
new care-of-addressAt thereceving end,recevers
may experiencedelaysdue to the reconnectiorbut
the multicasttreeformedis still valid [4].

G. Congestion

Transmissiorbandwidthand computationapower
will both continueto increaseandsothe application
requirementgor bandwidth. Network nodeconges-
tion will be dueto bandwidthlimitations, and even
congestedswitcheswill have considerablgrocess-
ing power available. Also thereare alwaysapplica-
tions that preferto adapttheir behaior dynamically
to matchavailable network bandwidth. So an actve
processomustsupportsomeof the following func-
tions[2]:

« Bufferingand RateControl: Themostdirecttrans-
lation of sendetbasedadaptatiorto actve network-

ing is to have active processomonitor the available
bandwidthandrate-controlthe data,buffering it and
meteringit outatthe availablerate.

« Media Transformation: Active networks can do

morethansimpleintelligentdroppingof data.A par

ticularly powerful capabilityis the transformatiorof

dataat a congestiorpoint, into aform whichreduces
thebandwidthbut preseresasmuchusefulinforma-

tion aspossible. This may allow the active nodeto

createthe form of the data, which the application



would have created,had it known aboutthe band-
width limitationsencounteredtthecongestiorpoint.

H. Security

Some of the most challengingaspectsof secur
ing active networks concernthe authenticatiorsup-
port for authorization. Authorization decisionre-
guiresthe authenticatiorof the entity making a re-
guest. Authenticationnormally implies the use of
cryptographidechniquegl11].

Securityprocessingn the nodeswould follow the
following sequencef actions:(i) receve paclet; (i)
verify hop-hopintegrity; (iii) assignpacletsto exist-
ing domain;(iv) extractcredentialist; (v) checkcre-
dentialsauthenticityaccordingto authenticatiorpol-
icy for thedomain;(vi) checkcredentialsagainstac-
cesscontrol policy for domain;and(vii) deliver en-
tire paclet to the domain,including the credentials,
authenticatiorprotectionfields, etc.

Security processingn the executionervironment
wouldinclude: (i) receve a pacletincludingcreden-
tials; (ii) createa sub-domainproviding the security
contet parametergor the domain; (iii) modify the
accesgontrolpolicy of adomain;and(iv) addor re-
move cryptographi@rotectiongo userdata.

But the applicationof existing cryptographiaech-
niguesto the active networks ernvironmentpresents
certain challenges. First, the identification of the
principalitself in actve networksis challenging.Ex-
isting Internetinteractionsaretypically client/senrer,
wheretheexplicit individualidentity of theclientand
senerareimportant. Thelnternetcommunityhasbe-
gunto move away from explicit individual identities
to attribute basedidentities. Second,the choice of
an authenticatiormechanisnpresentschallengesn
active networks. Existing mechanismsor providing
authenticatiorprotectionof apacletarerootedin the
existing Internetparadigmof clientandsener based
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communicationThesewill notbesufficientin anac-
tive network ervironment,wherethe paclet needso
be authenticateat sourceanddestinatiorandpoten-
tially every nodein between.

The existing solutionscan be usedhop-hopin the
pathbut thatprovideslittle in the way of endsource
authentication. When hop-hop protectionsdo not
provide sufficient end-endauthenticatiorof the prin-
cipal associatedvith a paclet, we canemploy end-
end protections. However, the useof end-endcryp-
tographictechniquess alsoa challengen active net-
works. Symmetrictechniquescould be installed at
eachnodeof the paclet’s paththroughthe network.

The paclet modificationsat eachnode could be
protectedanev with the sharedkey. However, this
hasa similar trust dravback as using hop-hoppro-
tection: every node on the path must be implicitly
trusted. Also, the assurancef authenticityof the
principal, derived from the sharedkey, is diluted if
thekey is notuniqueto the principalandthe path.

Asymmetrictechniquesanoperatein a datagram
model but have difficulty protecting paclets that
change Signinga pacletwith adigital signaturepro-
videsa cryptographicassociatiorfrom the signerto
every potentialverifier of the future. Therefore,au-
thenticationby digital signatureis suitedfor a data-
grammodelof communicationywherethepacletmay
decidein routewhatnodest will visit [9].

IV. ANTSVsS. SWITCHWARE

We can identify a main difference betweenthe
two architecturesthat we introducedat the begin-
ning of the paper In respecto the distribution pro-
cessof codesbetweenactive nodes,ANTS differs
from SwitchWare. Indeed, ANTS is basedon ac-
tive node, i.e., the paclets do not carry the mobile
code,but only identifiersor referenceso predefined
functionsto bedownloaded At theopposite Switch-



TABLE |

FEATURE COMPARISON BETWEEN ANTS AND SWITCHWARE

Criteria H ANTS SwitchWare ‘
Environment Java Java
Link Layer UbP UDPandTCP
Routing static Staticanddynamic
Protection || Javasecurity| Authentication

Wareusesanhybrid approactbasednactive paclets
andnodes,i.e., pacletscancarry codewhichis rel-
atively simple andrestrictedwhile active nodescan
provide ary complex codethat dynamically down-
loadif needed.Their ability to provide flexible and
dynamic deployment of IP network services,have
beentested. Thereis a tradeof betweenefficiency,
simplicity and otheraspectsuchassecurityandre-
sourcemanagement. The SwitchWare model pays
more attentionthan ANTS to the latter aspectsbut
alsoreceves a higher penaltyfor processingat the
nodes. Thesesystemsusetwo differenttechniques
to distributethe usercontrollablemobilecodesn ac-
tive nodes.Experimentafresultsshav thatshortlive
sessionwill gain using SwitchWare andlong lived
multimediacommunicatiorsessionswill gain using
ANTS. [8]

Differencedetweerthesetwo modelsaresumma-
rizedin tablel.

V. CONCLUSION

The active networking paradigmaims of produc-
ing anew opennetworking platform,flexible andex-
tensibleat runtime to accommodatehe rapid evo-
lution and deployment of networking technologies
andto finally provide theincreasingsophisticatedP-
basedmultimediaservices. Given a programmable
network, the main concernis to determinethe im-
provementsthat can be madeto existing protocols,
suchasmobile IP. Dueto softwareextensibility pro-
vided by active networks, significantamountof im-

provementscan be made,if computationsare per
formed at the routers. Thereare two main implica-
tions to local processing. First, end-hostsdo need
to probethe network. This improvesthe scalability
of any schemesincethe numberof signaling mes-
sagess reduced Secondprocessings only doneon
the latestinformation. Due to the dynamicchanges
of the network, computationcanbe performedwhen
eventshappenandnot after it hashappened.These
improvementsjn particularto routingin mobile net-
works, contritute greatlyto actve networksresearch
andprovidesanew perspectie on possiblesolutions
thatmaybeincorporatednto existing protocols.
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