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Abstract

The Peerto-Peer(P2P)architectureghat are most prevalentin todays internetare decentralized
andunstructuredThe advantageor this type of networksis thatthey requireno centralizeddirectories
andno processcontrol over network topology or dataplacement.However, the flooding-basedjuery
stratgyy usedin thesenetworksdoesnotscale.In this paperwe first introducethreebasictypesof peer
to-peersystem.Amongthesesystemsa decentralizeén unstructuregystemGnutella,is discussedh
detail. Threetypesof datasearchstrataies: flooding, expendingring and k-walker are presentedand
theirperformanceareevaluatedn two differentnetwork topologies Also threetypesof datareplication

schemesiregivenandevaluated.Someconclusionsanddiscussionsiredravn in thelast.

. INTRODUCTION

The peerto-peer(P2P)systemd1]-[5], almostunheardof threeyearsage,are now one of the most
popularinternetapplicationsanda very significantsourceof internettraffic. The basicpremisein such
networksis thatany oneof setof replicanodescanprovide the requesteatontent,increasinghe avail-
ability if interestingcontentwithoutrequiringthe presencef ary particularservingnode.

Currently therearethreebasicdifferentarchitecturegor P2Pnetworks:

(1) Centralized:
Napsterandothersimilar systemshave a constantly-updatedirectoryhostedat centrallocations.Nodes
in the P2Pnetwork issuequeriesto the centraldirectorysenerto find which othernodeshold thedesired
files. While Napstemwasextremelysuccessfubeforeits recentlegal troublesiit is clearthatsuchcentral-
ized approachescalepoorly andhave pointsof failure (e.g.,the systemis out of work whenthe center

directorynodefailure).

(2) Decentralized Structured:
In sucha system,thereis no centraldirectory sener, and so are decentralizedput have a significant
amountof structure. By structure meansthatthe P2P network topologyis tightly controlledandthe
files areplacednot atrandomnodesbut at specifiedocationsthatwill make subsequenjuerieseasierto
satisfy In looselystructuredsystemshis placemenbf files is basedhints, suchasFreenef2Pnetwork
[4]. In highly structuredsystemdboththe P2Pnetwork topologyandthe placementf files areprecisely
determinedThistightly controlledstructureenableghe systemto satisfyqueriesvery efficiently. There

is agrowing literatureon highly structuredP?2Psystemsvhich supporta hash-table-lik interface[5]-[7].
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Suchhighly structuredP2Pdesignsare quite prevalentin the researcHiterature,but almostcompletely
invisible onthe currentnetwork. Moreover, it is not clearhow well suchdesignsvork with anextremely

transientpopulationof nodeswhich seemdo be a characteristiof the Napstercommunity

(3) Decentralized Unstructured:

Theseaaresystemsn whichthereis neitheracentralizeddirectorynor ary precisecontroloverthenetwork
topologyor file placementGnutella[4], [8]-[9] is anexampleof suchdesign.The network is formedby
nodegoining the network following somelooserules[10]. Theresultantopologyhascertainproperties,
but the placemenbf files is not basedon any knowledgeof the topology To find afile, a nodequeries
its neighbors.The mosttypical querymethodis flooding,wherethe queryis propagtedto all neighbors
within a certainradius. Theseunstructuredlesignsare extremelyresilientto nodesenteringandleaving
the systemjust asanadhoc system.However, the currentsearchmechanismsareextremelyunscalable,
generatindargeloadson the network participants.

In this paper we focuson the decentralize@ndunstructured?2Psystem ik e Gnutella. Becausehis
type of systemsare actively usedby a large community of internetusers[11]. We first quantify the
flooding searchalgorithm,thenintroducea k-walker randomsearchstrateyy, which greatlyreduceghe
loadgeneratedby eachquery We alsopresentanactive baseddatareplicationschemeThe performance

evaluationaredoneandcomparedAt lastsomeconclusionsaanddiscussiongregiven.

Il. MODELING AND MEASUREMENT METRICS
A. Network Topology

Therearefour network topologiesfor P2Pnetwork:

1) PowerLaw RandomGraph(PLRG): The nodedegreesfollow a power-law distribution: if one
ranksall nodesfrom the mostconnectedthenthe i’th mostconnectechodehasw /i* neighbors,
wherew is a constant.Oncethe nodedegreesarechosenthe nodesareconnectedandomly[12];
Many real-life P2P networks have topologiesthat are power-law randomgraphs,the particular
valueis a = 0.8.

2) Normalgraph(Random):eugalrandomgraph,generatedby GT-ITM topologygeneratofl11].

3) Gnutellagraph: the Gnutellanetwork topology asobtainedin October2000. Its nodedegree
roughlyfollows atwo-segmentpower-law distribution.

4) Two-DimensionalGrid (Grid): atwo-dimensiorgrid.
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B. Measurement Metrics

Performancéssuesn real P2Psystemsare extremely complicated.In additionto issuesuchasload
on the network, load on network participantsanddelaysin gettingpositive answerstherearea hostof
othercriteriasuchassuccessate of researchthe bandwidthof selectedprovider nodes,andfairnesso
boththerequesteandthe provider. It is impossiblefor usto useall of thesecriteriain evaluatingsearch
andreplicationalgorithms.

Thefollowing measuremennetricsarediscussedn the paper:

User Aspects::
1) Pr(success): theprobabilityof finding the queriedobjectbeforethe searchterminates.

2) number of hops: delayin finding anobjectasmeasuredn numberof hops.

L oad Aspects:

1) Average number of messages per node: overheadof an algorithm as measuredn average
numberof searchmessagegachnodein P2P network hasto process. The motivation for this
metric is thatin P2Psystemsthe mostnotableoverheadtendsto be the processingor message
processingis directly proportionalto the numberof messagethatthenodehasto process.

2) Number of nodes visited: thenumberof P2Pnetwork participantghataquery'ssearchmessages
travel through.

3) peak number of messages: to identify hot spotsin the network, i.e., the maximummessagesa

nodeneedhandle.

Aggregate Performance:
The performanceof eachqueryconvolutedwith the queryprobability Thatis , for eachobjects, if the

performanceneasures a(¢), thentheaggreateis ) _, g; * a(i).

[11. SEARCH ALGORITHM

In this section,we describehreetypesof searctstratgies: flooding, expandingring andk-walker.

A. Flooding

Floodingstratagy is thesimpleststratgy in P2Pnetworks. Whenanodehasaquery it sendghequery
to all its neighborswhenthe neighborodegetsthe querymessagethey checkif they have the queried
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Flooding Search Strategy

Fig. 1. FloodingSearchStratgy

dataobject,if anodehasthe dataobject,it sendghe dataobjectbackto the previous node. Otherwise,
the nodesendshe querymessagéo all its neighbornodesexceptthe nodewhich sentthe messageA
TTL (Time-To-Live)is usedto controlthe numberof hopscanbe propagted.

Now we explain how the flooding searchalgorithmworks. Figure 1 shovs a P2Pnetwork configu-
ration. Assumenodel hasa query it sendsa queryto all its neighbors(node2,4,5,6,7);Whenthese
neighbomodesecevesthe querymessagehey checkif they have the querieddataobject.|If anodehas
the dataobject,it sendghe dataobjectbackto nodel. Otherwisethe nodesendsa forward messag¢o
its all neighbornodeexceptnodel. The TTL in querymessageés reducedby 1. For example,node6

sendsaquerymessagéo node5, 7 and19. Whennode5 andnode7 recevesthe querymessagei just
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Expanding Ring

Fig.2. FloodingSearchStratgy

discardghe messagdecausehey have gottenit. Thenodel8 processeasthe sameway asnode6. A
nodeterminategheforward querymessageitherit hasthe querieddataobjector the TTL reache®.
Thereare two problemson the flooding stratggy. Oneis the difficult to chooseappreciatel TL to
controlthe numberof hopsperquery If theTTL is too high, the nodeunnecessarurdensthe network.
If theTTL is toolow, thenodemight notfind the objecteventhougha copy existssomeavhere.The other

is, therearemary duplicatednessagemtroducedoy flooding, particularlyin high connectvity graphs.

B. Expaning Ring

In this stratayy, thenodestartswith small TTL, andwaitsto seeif thesearchs successfullf it is, then
thenodestops.Otherwisethenodeincreaseshe TTL andstartsanotheiflood. The processepeatsintil
the objectis found.

Figure 2 shawvs how the stratgyy works. Whennodel hasa query it sendsa querymessagéo all its
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neighbornodes(2,3,4and6) with TTL=1. Thenwaitsthe answer If the dataobjectis back,it is done.
Otherwise,after sometimeout, the nodel doublesits TTL, andsendsto all its neighbornodesagain.
Thenwaitstheanswer Eachtimethe TTL is doubleuntil themaximumTTL is reachedr the dataobject
is receved.

Expandingring achiesesthe savings at the expenseof slight increasdn the delaysto find the object,

but reducesnessageverheadsignificantlycomparedvith floodingstrateyy.

C. k-Walker

Randomwalk is a well-known techniquewhich forwardsa querymessagéo randomlychooseneigh-
bor at eachstepuntil the objectis found. We call this messagasawalker.

Whenusingthe standardandomwalker, it cutsdown the messageverheadsignificantly by anorder
of magnitudecomparedo expandingring acrosghe network topologies However, this efficiency comes
atanorderof magnitudencreaséen userperceveddelayof successfusearches.

To decreas¢hedelay onecanincreasehe numberof walker, k. Thatis insteadof justsendingoutone
guerymessagearequestinqiodesends: querymessagegndeachquerymessagéakesits own random
walk. Theexpectationis thatk walkersafterT stepsshouldreachroughlythe samenumberof nodesas

1 walker afterkT' steps.Therefore py usingk walkers,the delaycanbe cut down by afactorof k.

D. Performance Comparison

The simulationsaredoneto comparewith the threedifferentsearchschemesTwo differentnetwork
topologies: powerlaw and Gnutellaare used. In eachtopology thereare 10000nodesare generated.
Tablesl andll shav thenumberof hopsperquery numberof messagepernode numberof nodesvisited
perqueryandthe peaknumberof messageslhe nodequeryis followedby a Zipf-lik e distribution.

TABLE |

THE PERFORMANCE COMPARISON FOR POWER-LAW NETWORK

metrics flood | expandingring | 32-walker
#hops 2.07 2.93 9.85
#message per node | 2.850 0.961 0.031
#nodes visited 7923 3631 136
peak messages 464.3 98.9 12.7
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TABLE Il

THE PERFORMANCE COMPARISON FOR GNUTELLA

metrics flood | expandingring | 32-walker
#hops 2.03 3.05 9.39
#message per node | 3.548 0.423 0.058
#nodes visited 4137 810 143
peak messages 54.5 7.0 1.6

Theresultsshav that,comparedo flooding, the 32-walker randomwalk reducesnessageverheadyy
roughlytwo orders of magnitude for all queriesacrosgwo network topologiesattheexpenseof slight
increasan the numberof hops.The 32-walker randomwalk generallywalk outperformsexpandingring

aswell.

E. Principles of Scalable Searches in Unstructured Networks

The above resultsshav that the k-walker randomwalk is a muchmore scalablesearchmethodthan
flooding.

Thekey to scalablesearche# unstructuredhetwork is to cover theright numberof nodesasquickly
aspossibleandwith aslittle overheadaspossible.ln unstructuredhetwork, the only way to find objects
is to visit enoughnodessothat, statisticallyspeakingpneof thenodeshasthe object. The summarization
areasfollowing:

1) Adaptive termination is very important. TTL-basedmechanisndoesnot work. Any Adap-
tive/dynamiderminationmechanismmustavoid theimplosionproblemattherequestenode.The
checkingmethoddescribedhbove is goodexampleof adaptve termination.

2) Message duplication should be minimized. Preferably eachqueryshouldvisit a nodejust
once.More visits arewastefulin termsof the messageverhead.

3) Granularity of the coverage should be small. Eachadditionalstepin thesearchshouldnotsig-
nificantlyincreasehenumberof nodesvisited. This perhapss thefundamentadlifferencebetween
floodingandmultiple-walker randomwalk. In flooding,anadditionalstepcould exponentiallyin-
creaseghenumbemodesvisited; In randomwalk, anadditionalstepincreaseshe numberof nodes
visited by a constant.Sinceeachsearchonly requiresa certainnumberof nodesto be visited, the

extranodescoveredby thefloodingmerelyincreasehe pernodeload.
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Usetheseconstraintsa searchalgorithmshouldreducethelatengy asmuchaspossible.

IV. DATA REPLICATION

For P2Psystemspnenodemay have somespaceto replicatesomedataobjectto reducethe search
cost. How mary copiesof eachobjectshouldbe so that the searchoverheadis minimizedif the total
numberof storages fixedfor thewhole network.

Let us considera simplemodelwherearen nodesandm dataobjects. Eachobjecti is replicatedat
r; randomnodes;R = ). r; is the total storagecapacityfor the network. We assumethatthe objects
arerequesteavith relative ratesg;, wherewe normalizethis by setting) °, ¢; = 1. For corveniencewe
assumehat query andreplicationstratgiesaresuchthat1 << r; < n andthatsearchego on until
a copy is found. Searchconsistsof randomlyprobingsitesuntil the desiredobjectis found. Thusthe
probability Pr(k) thatthe objectis foundonthe k’th probeis givenby:

_n

Prik) = 7 (1 - %)’H 6y

The averagesearchsize A; is merelythe inverseof the fraction of siteswhich have replicasof the

object:

Ai=" )
T

i

We areinterestedn the averagesearclsize A, whereA = > . ¢;A; = n ), ;1,— The averagesearch
sizeessentiallycaputureshe messageverheadf efficient searches.

If therewere no limit on the r; then clearly the optimal stratey would be to replicateeverything
everywhere.If r; = n thenall searchebecomerivial. Insteadwe assumehatthe averagenumberof
thesereplicaspernode,p = %, is fixed andlessthanm. How to allocatetheseR replicasamongthem
objectsis aquestion.

Therearethreereplicationstratgies: uni form, proportional andsquare-root.

A. Uniform Replication

Thisis the simpleststrateg)y. Eachdataobjecthasthe samenumberof replicasin the network. Hence,

ri = %. Theaveragesearchsize A, p;form IS givenby:

m m
uniform EZ q rho P ( )
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which is independenbn the querydistribution. It is clearthatuniformly replicatingall objects,even

thosethatarenot frequentlyqueried,is not efficient.

B. Proportional Replication

A morenaturalpolicy, onethatresultsfrom having the queryingnodescachetheresultsof their query
is to replicateproportional to thequeryingrate:r; = Rg;. This shouldreducethe searchsizesfor more
popularobjects.However, a quick calculationrevealsthatthe averageremainsthe same:

q; m
Aproportional =n i R;z = ; = Aunif orm 4)

C. Sguare-Root Replication

Given that uniform and proportionalhave the sameaveragesearchsize. What s the optimal way to

allocatethe replicasso thatthe averagesearchsizeif minimized? A simplecalculation[8] revealsthat

icationis optimal: is. A is minimi - : — B
Square-RooReplicationis optimal; Thatis, A is minimizedwhenr; = \,/q; wherel = S e The
averagesearclsizeis:
1
Aoptimal = ;(Z \/E)z (5)

Tablelll lists propertiesof thethreereplicationstratayies. Square-Rooteplicationis suchthataverage
searchsize vary per object, but the variancein searchsize is considerablysmallerthan Uniform and
Proportionakeplication.

TABLE Il

THE COMPARSION OF THREE REPLICATION STRATEGIES

stratgy A r; A;=n/r; U; = Rq;/ri
Uniform m/p R/m m/p am
Propotional m/p R 1/ pg; 1
Square — Root | (3°;/@)*/p | R/@/ 25V | 25 VTG/VEP | VE 2V

D. Performance Evaluation
Fiure 3 shaws the averagesearchsize for threedifferent replication stratgjies. Both Uniform and

Square-Rooallocateto popularobjectslessthantheir 'f air share’andto lesspopularobjectsmorethan
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Fig. 3. Performanceomparisorfor threereplicationstratgies

their'faireshare’of replica. Theaveragesearctsizefor differentobjectsis almosta constantor Uniform
replication. But variesfor both Propotionaland Square-Rooteplication stratgjies. The variancein

averagesearclsizefor differentobjectswith Squre-Roots considerablysmallthanwith Proportional.

V. DiscussioN AND CONCLUSION

This paperintroducesthe peerto-peernetworks, speciallyon the decentralizecindunstructured?2P
system,suchas Gnutella. Threetypesof datasearchalgorithmsare discussed. The performanceof
thesestratgyies are doneto evaluatethe stratgies. Threedifferentdatareplicationstratgjiesare also
studied. Thetheoreticalstudyshavs thatthe Square-Rooteplicationhasthe minimizedaveragesearch
size.While the proportionalreplicationgivesthe optimalload balance.

The stratgyies discussedn the paperis basedon the homogeneousetworks. Whatis optimal for

heterogeneityetworks. Onesuggestiorway is thateachnodehasknowledgeof its neighborsthe data
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replicationcanuseutility functionbasedschemeThe utility functionshouldcombinedwith its neighbor
contentto achieve optimalsolution.
Thedataconsisteng is notdiscussedh thepaperthisis animportantproblemfor P2Pnetworks. How

to achiere the strongdataconsisteng with minimumoverheadcostis promisereseatopic.
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