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Abstract

The Peer-to-Peer(P2P)architecturesthat aremostprevalent in today’s internetaredecentralized

andunstructured.Theadvantagefor this typeof networksis thatthey requireno centralizeddirectories

andno processcontrol over network topologyor dataplacement.However, the flooding-basedquery

strategy usedin thesenetworksdoesnotscale.In thispaper, wefirst introducethreebasictypesof peer-

to-peersystem.Amongthesesystems,a decentralizedanunstructuredsystem,Gnutella,is discussedin

detail. Threetypesof datasearchstrategies: flooding,expendingring and
�
-walker arepresentedand

theirperformancesareevaluatedin two differentnetwork topologies.Also threetypesof datareplication

schemesaregivenandevaluated.Someconclusionsanddiscussionsaredrawn in thelast.

I . INTRODUCTION

The peer-to-peer(P2P)systems[1]-[5], almostunheardof threeyearsage,arenow oneof the most

popularinternetapplicationsanda very significantsourceof internettraffic. Thebasicpremisein such

networks is thatany oneof setof replicanodescanprovide the requestedcontent,increasingtheavail-

ability if interestingcontentwithout requiringthepresenceof any particularservingnode.

Currently, therearethreebasicdifferentarchitecturesfor P2Pnetworks:

(1) Centralized:

Napsterandothersimilar systemshaveaconstantly-updateddirectoryhostedat centrallocations.Nodes

in theP2Pnetwork issuequeriesto thecentraldirectoryserver to find whichothernodeshold thedesired

files. While Napsterwasextremelysuccessfulbeforeits recentlegal troubles,it is clearthatsuchcentral-

izedapproachesscalepoorly andhave pointsof failure(e.g.,thesystemis out of work whenthecenter

directorynodefailure).

(2) Decentralized Structured:

In sucha system,thereis no centraldirectoryserver, andso aredecentralized,but have a significant

amountof structure.By �������	�
������
 meansthat the P2Pnetwork topologyis tightly controlledandthe

filesareplacednotat randomnodesbut atspecifiedlocationsthatwill makesubsequentquerieseasierto

satisfy. In looselystructuredsystemsthis placementof files is basedhints,suchasFreenetP2Pnetwork

[4]. In highly structuredsystemsboththeP2Pnetwork topologyandtheplacementof files areprecisely

determined;This tightly controlledstructureenablesthesystemto satisfyqueriesvery efficiently. There

is agrowing literatureonhighly structuredP2Psystemswhichsupportahash-table-likeinterface[5]-[7].
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Suchhighly structuredP2Pdesignsarequiteprevalentin the researchliterature,but almostcompletely

invisibleon thecurrentnetwork. Moreover, it is not clearhow well suchdesignswork with anextremely

transientpopulationof nodes,whichseemsto beacharacteristicof theNapstercommunity.

(3) Decentralized Unstructured:

Thesearesystemsin whichthereis neitheracentralizeddirectorynorany precisecontroloverthenetwork

topologyor file placement.Gnutella[4], [8]-[9] is anexampleof suchdesign.Thenetwork is formedby

nodesjoining thenetwork following somelooserules[10]. Theresultanttopologyhascertainproperties,

but theplacementof files is not basedon any knowledgeof the topology. To find a file, a nodequeries

its neighbors.Themosttypical querymethodis flooding,wherethequeryis propagatedto all neighbors

within a certainradius.Theseunstructureddesignsareextremelyresilientto nodesenteringandleaving

thesystem,just asanadhocsystem.However, thecurrentsearchmechanismsareextremelyunscalable,

generatinglargeloadson thenetwork participants.

In this paper, we focuson thedecentralizedandunstructuredP2Psystem,like Gnutella.Becausethis

type of systemsare actively usedby a large communityof internetusers[11]. We first quantify the

floodingsearchalgorithm,thenintroducea � -walker randomsearchstrategy, which greatlyreducesthe

loadgeneratedby eachquery. Wealsopresentanactivebaseddatareplicationscheme.Theperformance

evaluationaredoneandcompared.At lastsomeconclusionsanddiscussionsaregiven.

I I . MODELING AND MEASUREMENT METRICS

A. Network Topology

Therearefour network topologiesfor P2Pnetwork:

1) Power-Law RandomGraph(PLRG): The nodedegreesfollow a power-law distribution: if one

ranksall nodesfrom themostconnected,thenthe � ’ th mostconnectednodehas ������� neighbors,

where � is a constant.Oncethenodedegreesarechosen,thenodesareconnectedrandomly[12];

Many real-life P2Pnetworks have topologiesthat are power-law randomgraphs,the particular

valueis ��������� .
2) Normalgraph(Random):euqalrandomgraph,generatedby GT-ITM topologygenerator[11].

3) Gnutellagraph: the Gnutellanetwork topology, as obtainedin October2000. Its nodedegree

roughlyfollowsa two-segmentpower-law distribution.

4) Two-DimensionalGrid (Grid): a two-dimensiongrid.

November16,2002 DRAFT



4

B. Measurement Metrics

Performanceissuesin realP2Psystemsareextremelycomplicated.In additionto issuesuchasload

on thenetwork, loadon network participants,anddelaysin gettingpositive answers,therearea hostof

othercriteriasuchassuccessrateof research,thebandwidthof selectedprovider nodes,andfairnessto

boththerequesterandtheprovider. It is impossiblefor usto useall of thesecriteriain evaluatingsearch

andreplicationalgorithms.

Thefollowing measurementmetricsarediscussedin thepaper:

User Aspects::

1)  !�#"$���	�%��
�����& : theprobabilityof finding thequeriedobjectbeforethesearchterminates.

2) '(��)+*%
,�.-0/21#-43	� : delayin findinganobjectasmeasuredin numberof hops.

Load Aspects:

1) 5768
,�:9<;8
='>�?)+*%
,�@-0/A)+
����,9<;8
��B3?
,�@'C-�D�
 : overheadof an algorithm as measuredin average

numberof searchmessageseachnodein P2Pnetwork hasto process. The motivation for this

metric is that in P2Psystems,the mostnotableoverheadtendsto be the processingor message

processing,is directlyproportionalto thenumberof messagesthatthenodehasto process.

2) E+��)+*%
,�F-0/B'(-:D�
��G6H�I�����J
KD : thenumberof P2Pnetwork participantsthataquery’ssearchmessages

travel through.

3) 3	
K98�L'(��)+*%
,�M-�/@)+
����,9<;8
�� : to identify hot spotsin thenetwork, i.e., themaximummessagesa

nodeneedhandle.

Aggregate Performance:

Theperformanceof eachqueryconvolutedwith thequeryprobability. That is , for eachobject � , if the

performancemeasureis �N"O�I& , thentheaggregateis PRQ�S Q	T �N"O��&4�
I I I . SEARCH ALGORITHM

In this section,wedescribethreetypesof searchstrategies:flooding,expandingring and � -walker.

A. Flooding

Floodingstrategy is thesimpleststrategy in P2Pnetworks.Whenanodehasaquery, it sendsthequery

to all its neighbors,whentheneighbornodegetsthequerymessage,they checkif they have thequeried
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Fig. 1. FloodingSearchStrategy

dataobject,if a nodehasthedataobject,it sendsthedataobjectbackto thepreviousnode.Otherwise,

thenodesendsthequerymessageto all its neighbornodesexceptthenodewhich sentthemessage.A

TTL (Time-To-Live) is usedto controlthenumberof hopscanbepropagated.

Now we explain how the flooding searchalgorithmworks. Figure1 shows a P2Pnetwork configu-

ration. Assumenode1 hasa query, it sendsa queryto all its neighbors(node2,4,5,6,7);Whenthese

neighbornodesreceivesthequerymessage,they checkif they have thequerieddataobject.If anodehas

thedataobject,it sendsthedataobjectbackto node1. Otherwisethenodesendsa forwardmessageto

its all neighbornodeexceptnode1. The TTL in querymessageis reducedby 1. For example,node6

sendsa querymessageto node5, 7 and19. Whennode5 andnode7 receivesthequerymessage,it just
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Fig. 2. FloodingSearchStrategy

discardsthemessagebecausethey have gottenit. Thenode18 processesasthesameway asnode6. A

nodeterminatestheforwardquerymessageeitherit hasthequerieddataobjector theTTL reaches0.

Thereare two problemson the flooding strategy. One is the difficult to chooseappreciateTTL to

controlthenumberof hopsperquery. If theTTL is toohigh, thenodeunnecessaryburdensthenetwork.

If theTTL is too low, thenodemightnotfind theobjecteventhoughacopy existssomewhere.Theother

is, therearemany duplicatedmessagesintroducedby flooding,particularlyin highconnectivity graphs.

B. Expaning Ring

In thisstrategy, thenodestartswith smallTTL, andwaitsto seeif thesearchis successful.If it is, then

thenodestops.Otherwise,thenodeincreasestheTTL andstartsanotherflood. Theprocessrepeatsuntil

theobjectis found.

Figure2 shows how thestrategy works. Whennode1 hasa query, it sendsa querymessageto all its
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neighbornodes(2,3,4and6) with TTL=1. Thenwaits theanswer. If thedataobjectis back,it is done.

Otherwise,after sometimeout, the node1 doublesits TTL, andsendsto all its neighbornodesagain.

Thenwaitstheanswer. EachtimetheTTL is doubleuntil themaximumTTL is reachedor thedataobject

is received.

Expandingring achievesthesavingsat theexpenseof slight increasein thedelaysto find theobject,

but reducesmessageoverheadsignificantlycomparedwith floodingstrategy.

C. k-Walker

Randomwalk is awell-known technique,which forwardsaquerymessageto randomlychooseneigh-

borat eachstepuntil theobjectis found.Wecall thismessageasa UV98WX�8
,� .
Whenusingthestandardrandomwalker, it cutsdown themessageoverheadsignificantly, by anorder

of magnitudecomparedto expandingring acrossthenetwork topologies.However, thisefficiency comes

at anorderof magnitudeincreasein user-perceiveddelayof successfulsearches.

To decreasethedelay, onecanincreasethenumberof walker, � . Thatis insteadof justsendingoutone

querymessage,arequestingnodesends� querymessages,andeachquerymessagetakesits own random

walk. Theexpectationis that � walkersafter Y stepsshouldreachroughlythesamenumberof nodesas

1 walker after �HY steps.Therefore,by using � walkers,thedelaycanbecut down by a factorof � .

D. Performance Comparison

Thesimulationsaredoneto comparewith the threedifferentsearchschemes.Two differentnetwork

topologies:power-law andGnutellaareused. In eachtopology, thereare10000nodesaregenerated.

TablesI andII show thenumberof hopsperquery, numberof messagespernode,numberof nodesvisited

perqueryandthepeaknumberof messages.Thenodequeryis followedby aZipf-lik edistribution.

TABLE I

THE PERFORMANCE COMPARISON FOR POWER-LAW NETWORK

metrics flood expandingring 32-walker
Z 1#-43>� [H���<\ [���]0^ ]8���0_

Z )+
����,9<;8
G3?
,�.'(-:D�
 [H���<_:� �8��]0`8a �����0^8a
Z '(-:D�
���6H�������J
KD \:]<[:^ ^0`0^8a aK^�`
3	
K98�b)+
����,90;c
�� d<`:dc��^ ]0�8��] a�[H�e\
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TABLE II

THE PERFORMANCE COMPARISON FOR GNUTELLA

metrics flood expandingring 32-walker
Z 1#-43>� [H���0^ ^8���<_ ]8��^�]

Z )+
����,9<;8
G3?
,�.'(-:D�
 ^��e_�d<� �8�fd�[:^ �����<_:�
Z '(-:D�
���6H�������J
KD d#aK^0\ �ca,� a�d<^
3	
K98�b)+
����,90;c
�� _�d#�e_ \���� a���`

Theresultsshow that,comparedto flooding,the32-walkerrandomwalk reducesmessageoverheadby

roughly ��UV-F-��:D�
,�0�g-0/b)h9<;H'(�����	D�
 for all queriesacrosstwo network topologies,at theexpenseof slight

increasein thenumberof hops.The32-walker randomwalk generallywalk outperformsexpandingring

aswell.

E. Principles of Scalable Searches in Unstructured Networks

The above resultsshow that the � -walker randomwalk is a muchmorescalablesearchmethodthan

flooding.

Thekey to scalablesearchesin unstructurednetwork is to cover theright numberof nodesasquickly

aspossibleandwith aslittle overheadaspossible.In unstructurednetwork, theonly way to find objects

is to visit enoughnodessothat,statisticallyspeaking,oneof thenodeshastheobject.Thesummarization

areasfollowing:

1) 5VDH9,3����$68
B�J
,��)i��'(9H����-�' is 68
,�:j=��)k3?-�����9H'>� . TTL-basedmechanismdoesnot work. Any Adap-

tive/dynamicterminationmechanismmustavoid theimplosionproblemat therequesternode.The

checkingmethoddescribedabove is goodexampleof adaptive termination.

2) lm
����,90;c
LD<�03	Wn���%9H����-�'o��1#-��	WpDh*%
k)i��'(�$)i��q0
KD . Preferably, eachquery shouldvisit a nodejust

once.More visitsarewastefulin termsof themessageoverhead.

3) r!�:9H'>�>Wn9H������jV-�/M�J1�
g�%-�68
,�:9<;8
F��1#-��	WpD7*%
F��)h98WOW . Eachadditionalstepin thesearchshouldnotsig-

nificantly increasethenumberof nodesvisited.Thisperhapsis thefundamentaldifferencebetween

floodingandmultiple-walker randomwalk. In flooding,anadditionalstepcouldexponentiallyin-

creasethenumbernodesvisited;In randomwalk, anadditionalstepincreasesthenumberof nodes

visitedby a constant.Sinceeachsearchonly requiresa certainnumberof nodesto bevisited,the

extra nodescoveredby thefloodingmerelyincreasetheper-nodeload.
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Usetheseconstraints,asearchalgorithmshouldreducethelatency asmuchaspossible.

IV. DATA REPLICATION

For P2Psystems,onenodemay have somespaceto replicatesomedataobjectto reducethe search

cost. How many copiesof eachobjectshouldbe so that the searchoverheadis minimized if the total

numberof storageis fixedfor thewholenetwork.

Let usconsidera simplemodelwhereare ' nodesand ) dataobjects.Eachobject � is replicatedat

� Q randomnodes;st� PuQ � Q is the total storagecapacityfor the network. We assumethat the objects

arerequestedwith relative ratesS Q , wherewe normalizethis by setting PuQ�S Q �va . For convenience,we

assumethat queryandreplicationstrategiesaresuchthat axwBwy� Q{z ' andthat searchesgo on until

a copy is found. Searchconsistsof randomlyprobingsitesuntil the desiredobject is found. Thusthe

probability  !�c"��c& thattheobjectis foundon the � ’ th probeis givenby:

 !� Q "$�#&|� � Q
' "JaN}

� Q
' &J~,�(� (1)

The averagesearchsize 5 Q is merely the inverseof the fraction of siteswhich have replicasof the

object:

5 Q � '
� Q (2)

We areinterestedin theaveragesearchsize 5 , where 5v� P Q�S Q 5 Q ��' P Q>���� � . Theaveragesearch

sizeessentiallycaputuresthemessageoverheadof efficientsearches.

If therewere no limit on the � Q then clearly the optimal strategy would be to replicateeverything

everywhere.;If � Q ��' thenall searchesbecometrivial. Instead,we assumethat theaveragenumberof

thesereplicaspernode,�2���� , is fixedandlessthan ) . How to allocatetheses replicasamongthe )
objectsis aquestion.

Therearethreereplicationstrategies: �?'>�I/?-���) , 3��:-43�-�������-�'(98W and �,S��?9H��
 - ��-�-�� .

A. Uniform Replication

This is thesimpleststrategy. Eachdataobjecthasthesamenumberof replicasin thenetwork. Hence,

� Q � �� . Theaveragesearchsize 5�� � Q���� ��� is givenby:

5.� � Q��%� �I� ��� Q S Q )�01#- �
)
� (3)

November16,2002 DRAFT



10

which is independenton thequerydistribution. It is clearthatuniformly replicatingall objects,even

thosethatarenot frequentlyqueried,is notefficient.

B. Proportional Replication

A morenaturalpolicy, onethatresultsfrom having thequeryingnodescachetheresultsof theirquery,

is to replicate3��:-43�-�������-�'C9�W to thequeryingrate: � Q ��sVS Q . This shouldreducethesearchsizesfor more

popularobjects.However, aquick calculationrevealsthattheaverageremainsthesame:

5�� � � � � ��� Q�� ���4� ��'M� Q
S Q
sVS Q �

)
� ��5.� � Q���� �I� (4)

C. Square-Root Replication

Given that uniform andproportionalhave the sameaveragesearchsize. What is the optimal way to

allocatethe replicasso that theaveragesearchsizeif minimized? A simplecalculation[8] revealsthat

Square-RootReplicationis optimal; That is, 5 is minimizedwhen � Q ���>� S Q where ��� �� ��� ��� . The

averagesearchsizeis:

5 � � � Q � �4� � a
� "$� Q � S Q &I� (5)

TableIII listspropertiesof thethreereplicationstrategies.Square-Rootreplicationis suchthataverage

searchsize vary per object, but the variancein searchsize is considerablysmallerthan Uniform and

Proportionalreplication.

TABLE III

THE COMPARSION OF THREE REPLICATION STRATEGIES

strategy A r Q A Q ��'G��� Q U Q ��sVS Q ��� Q
  '(�I/?-���) )¡��� sB��) )¡��� S Q )
 !�:-43�-�����-�'C9�W )¡��� S Q s a����HS Q a
¢ S��?9H��
�}AsV-:-�� "$PuQ�� S Q & � ��� sM� S Q �|P¤£ � S £ Po£ � S £ �H� S Q ��� � S Q Po£ � S £

D. Performance Evaluation

Fiure 3 shows the averagesearchsize for threedifferent replicationstrategies. Both Uniform and

Square-Rootallocateto popularobjectslessthantheir ’f air share’andto lesspopularobjectsmorethan
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Fig. 3. Performancecomparisonfor threereplicationstrategies

their ’f aireshare’of replica.Theaveragesearchsizefor differentobjectsis almostaconstantfor Uniform

replication. But varies for both Propotionaland Square-Rootreplicationstrategies. The variancein

averagesearchsizefor differentobjectswith Squre-Rootis considerablysmallthanwith Proportional.

V. DISCUSSION AND CONCLUSION

This paperintroducesthepeer-to-peernetworks,speciallyon thedecentralizedandunstructuredP2P

system,suchas Gnutella. Threetypesof datasearchalgorithmsare discussed.The performanceof

thesestrategiesaredoneto evaluatethe strategies. Threedifferentdatareplicationstrategiesarealso

studied.Thetheoreticalstudyshows that theSquare-Rootreplicationhastheminimizedaveragesearch

size.While theproportionalreplicationgivestheoptimalloadbalance.

The strategiesdiscussedin the paperis basedon the homogeneousnetworks. What is optimal for

heterogeneitynetworks. Onesuggestionway is thateachnodehasknowledgeof its neighbors,thedata
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replicationcanuseutility functionbasedscheme.Theutility functionshouldcombinedwith its neighbor

contentto achieveoptimalsolution.

Thedataconsistency is notdiscussedin thepaper, this is animportantproblemfor P2Pnetworks.How

to achieve thestrongdataconsistency with minimumoverheadcostis promisereseattopic.
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