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Abstract—Secure communication between wireless devices has
become an important issue for mobile devices. To achieve this,
many efforts have been devoted to leveraging random ambient
signals to generate a shared secret key between participating
devices. However, the existing methods often suffer from limited
authentication distance (e.g., less than 4cm for WiFi-based
secret key generation). In this paper, we propose a novel secret
key generation method, called CompKey, which allows wireless
devices in the proximity of a computer to securely associate
with each another by exploiting electromagnetic radiation (EMR)
emitted from the computer. Unlike the existing approaches that
often rely on ambient signals’ amplitudes, CompKey extracts the
EMR’s frequency information, which fluctuates randomly with
time, as a secret source. We design a difference-based encoding
method, which preserves randomness of the frequency and avoids
many consecutive zeros and ones in the generated key. We show
via experiment evaluation that participating devices can reliably
achieve around 10 bits/s bit generation rate and 100% key
matching rate when they are located within 50cm away from
the source computer. Moreover, the experiment results with the
presence of attackers demonstrate that our method is robust
against eavesdroppers and strong copy attackers who can imitate
the key generation process.

I. INTRODUCTION

Device-to-device (D2D) technology is a crucial part of the
next-generation wireless communications, allowing mobile de-
vices to communicate with each other directly when they come
into proximity [1], [2]. Nonetheless, it also faces privacy and
security concern because of the broadcast nature of wireless
transmission [3], [4], [5], [6], [7].

Traditionally, to guarantee security and secrecy, the trans-
mitted data is encrypted through cryptographic techniques,
such as the classic public key encryption Diffie-Hellman (DH).
However, since DH does not verify the identity of participating
devices, an attacker with a directional antenna could easily
impersonate a legitimate device and establish a shared key
with one or both of the valid devices [8], [9], [10], [4].

To address the limitations of DH, recent researchers exploit
the dynamic characteristics of natural ambient signals in order
to construct a secure and authentic communication channel
between two or more collocated devices. Concretely, devices
in proximity of each other can derive a shared secret key
from their common time-varying ambient environment. In
addition, the physical proximity can serve as proof of device
authentication. The ambient sources appearing in literature
include radio related signal, such as RSSI and CSI [6], [11],
[5], [12], [4], [13], ambient audio signal, ambient luminosity
[14], [15], [16], [17] and biometrics [18], [7], [19].

However, the existing methods have significant limitations.
First, these methods may require legitimate devices to be
placed very close to each other, e.g., less than 4cm in WiFi-
based approaches [6], [4], [5]. The reason is that they use
signals’ amplitude attribute for key generation, which changes
dramatically beyond a half-wave length distance. Similarly,
to extract identical biological characteristics for secret key
generation, participating devices have to be touched by a
single person [18], [7], [19]. Second, some of these methods
rely on specialized sensing apparatus. For example, leveraging
biological signals requires specialized receiving sensors, like
electromyography sensor or accelerometer [18], [7]. Third,
some of these methods may take a long time to generate the
secret key. For example, techniques based on Received Signal
Strength Indicator (RSSI) have largely limited key generation
rates, since only one RSSI value can be extracted from one
packet [6], [11], [5], [13]. Exploiting the ambient sound or
ambient luminosity based on its (slow-varying) statistics is
also subject to a low key generation rate [17], [20]. Last
but not least, some of these methods require two devices
directly exchange signals between each other (e.g., channel
reciprocity), which makes it not suitable for multiple-device
key generation [9], [21].

In this paper, we discover a computer’s electromagnetic
radiation (EMR) signal as a localized (hence secure only
for devices nearby the computer), and randomly varying
ambient signal for secret key generation. Moreover, we ex-
ploit the computer EMR’s frequency information, instead of
amplitude (like WiFi-based approaches [9]), to overcome the
half-wavelength distance requirement and preserve integrity
among legitimate devices that are within a range of the source
computer (empirically 50cm in Section VI).

Concretely, we design CompKey, a scheme leveraging EMR
over the memory bus clock frequency of a computer to
generate shared secret key between two or more legitimate
devices which are close to the computer. In order to extract the
frequency information of the radiation, we first perform Fast
Fourier Transform (FFT) to get the frequency spectrum and
locate the frequency band based on the frequency of the most
dominant spike. We then filter the signal over this frequency
band to get rid of other interfering spikes. Based on the filtered
signal, we extract the frequency of the highest spike at every
time step and get the time-varying frequency information.
This paper adopts difference-based encoding method instead
of the popular quantization approach, which is prone to long
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Fig. 1. Two parties (Alice and Bob), who are located in the vicinity of
a computer (within r1 from the computer), can perceive the same radiation
emitted from the computer. An attacker can only reside beyond some distance,
r2, from the source computer.

run zeros and ones. We convert the frequency difference of
two adjacent time steps to binary bits and use reconciliation
process to get rid of the bit discrepancy caused by fading
effect and imperfection of measuring equipments. To evaluate
CompKey, we conduct experiments in our lab office, showing
that CompKey is a reasonably fast and robust secret key
generator, which can achieve 10 bits/s bit generation rate and
100% key matching rate.

II. PROBLEM AND THREAT MODEL

A. Problem Definition

Fig. 1 provides an illustration of CompKey. Alice and Bob
are located within r1 from a computer (hereafter called source
computer) and would like to securely communicate with each
other. An attacker can only reside r2 away from the source
computer to launch attacks. In practice, r1 and r2 can be both
conservatively chosen (i.e., small r1 and large r2) to ensure
that legitimate devices can have a high success rate of key
generation while keeping attackers away at a safer distance.

Source Computer. A computer that emits EMR signals for
nearby legitimate devices for authentication is called a source
computer. The source computer can be a work desktop or
regular personal laptop, but cannot be the small size tablet
computer that does not emit significant EMR.

Legitimate Devices. These are devices located near the
source computer and would like to securely communicate with
each other. Note that the source computer itself can also be a
legitimate device. In Section VI, we will show that legitimate
devices need to be located within 0.5m from the source com-
puter. Legitimate devices can receive the source computer’s
EMR signals, whose frequency ranges (e.g., around 800MHz
and 1600MHz) are close to those of current cellular/WiFi
signals. In other words, the existing antenna on mobile devices
for receiving cellular and WiFi signals is also capable of
capturing computer’s EMR signals, provided that its receiving
frequency is tuned to proper frequency ranges.

Potential applications. Nowadays, it is very common that
devices interact with each other nearby through wireless
channels. For example, mobile devices are often used for
verification purposes to access laptop or other office resources,
while personal health data is frequently exchanged between
wearable devices and smart phones. By using CompKey, we
can build a local circle of trust for interaction between nearby
devices around a source computer.

B. Threat Model

We assume that legitimate devices are located in the prox-
imity of a source computer and malicious adversaries can only
launch attacks at a distance of at least r2 away from the source
computer. The attacker cannot put any tapping device around
the source computer as otherwise it would be discovered when
approaching the computer. We consider the following two
kinds of attacks.

Eavesdropping attack. The attacker can overhear the EMR
signal emitted from the source computer at a distance and also
eavesdrop the legitimate devices’ communication.

Copy attack. The attacker can not only capture all the
information transmitted over public wireless channel but also
obtain component details of the source computer. Moreover,
the attacker is able to imitate the computer’s working status
during the key generation process. We refer to this strong
adversary as copy attacker. Thus, the copy attacker is able
to find another computer with exactly identical memory bus
clock and play the same programs in that computer to imitate
the memory bus status. The attacker then records the radiation
wave and generates its own key following CompKey steps.

C. Remarks

• Software-defined radio (SDR) capability. While the
size of existing antennas on mobile devices is suitable for
capturing computer’s EMR signals, the receiving frequency
needs to be tuned to proper frequency ranges. Fortunately,
such SDR capability is being integrated by major vendors like
Intel into baseband solutions (to accommodate multi-standard
communications with a low cost) [22]. Thus, SDR does not
present an insurmountable barrier and CompKey will be more
universally applicable in future devices.
• Synchronization. Like in other proximity-based authen-

tication schemes [6], [17], [9], legitimate devices need to be
synchronized for secret key generation by using CompKey.
The synchronization requirement in CompKey is easy. Specif-
ically, as shown in our experiments in Section VI, CompKey
extracts EMR frequency every 0.08s, for which synchro-
nization requirement is much less stringent than for normal
communication that needs millisecond-level synchronization.
• Authentication distance. Through empirical evaluation,

we consider r1 = 0.5m away from the source computer as
the authentication distance, within which devices can reliably
extract secret keys. On the other hand, attackers are kept at a
distance of r2 = 2m away from the source computer. Although
1.5m is already enough to stop attackers from getting keys,
we use 2m as a safer distance limit. This is common in the
literature of proximity-based authentication [6], [5] where a
distance greater than the authentication distance is assumed to
keep attackers away.
• Other attacks. We discuss a few other attacks.
Jamming attacks. In our threat model, the attacker’s goal

is to obtain secret keys, instead of completely blocking
Bob/Alice communications. If very strong noise is injected,
then CompKey may not work, but the attacker cannot ob-
tain keys either. Thus, like in the existing proximity-based
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authentication [6], [7], [19], [20], [5], [15], we do not consider
attackers who inject or jam radio signals. In fact, legitimate
devices can also easily discover the existence of such an
attacker: in the presence of such an attacker that injects a
high EMR signal to mimic the source computer’s signal, the
resulting EMR signals received by legitimate devices will not
decrease significantly when the legitimate devices moves some
distance away from the source computer.

Untrustworthy source computer. Like in the existing litera-
ture [23], [20], we assume the EMR signal produced by the
source computer is not directly compromised by attackers.
Even if an attacker can compromise a source computer and
acquire its random EMR signals, it also needs to know exactly
when Bob and Alice tap into EMR signals to extract keys,
which can be non-trivial for attackers.
• Limitations. CompKey is designed to provide additional

protection (e.g., as part of multi-factor authentication). If our
threat model is violated (e.g., an attacker is hidden inside a
compromised source computer), then CompKey may not work
as designed, which is also the limitation in other proximity-
based authentication [6], [7], [19], [20], [5], [15]. In such a
case, however, it can still be non-trivial to acquire the secret
key because the attacker also needs to know exactly when Bob
and Alice tap into random EMR signals for key generation.

III. CHARACTERISTICS OF COMPUTER EMR
A. Memory Bus EMR

Random access memory (RAM) refers to computer memory
that temporarily stores and retrieves data at a high speed,
which will be processed by the CPU. Data transferring process
between CPU and RAM is controlled by memory bus clock.
During this process, state transition of digital circuit will
induce transitioning voltage signal, which causes changes in
electric fields. Data transferring through memory buses will
introduce an alternating current, which leads to variation in
magnetic fields. The combination of changing electric field
and changing magnetic field is termed electromagnetic field
(EMF). Digital data paths connecting CPU and RAM have
long unterminated wires and can serve as antennas, through
which EMF can be radiated to the outside world as EMR.
Since the EMF changing rate is controlled by memory bus
clock, the EMR frequency should correspond to the memory
clock frequency [24].

In order to validate this, we collect the radiation signal from
four different computers, the detailed information of which is
provided in Table I. For each computer, we collect the radiation
in situations when the computer is turned on and off. We use
a Universal Software Radio Peripheral (USRP) to capture the
emitted radiation, tuning it to 20MHz frequency range centered
at the the computer’s referred memory bus clock frequency.
After that, we perform Fast Fourier Transform (FFT) to get
its frequency spectrum with 1Hz frequency resolution, which
is shown in Fig. 2. We can see that for each computer
compared to the case when the computer is turned off, there
are prominent spikes appearing and clustering around the its
memory bus clock frequency when it is turned on. This further

TABLE I
MEMORY BUS CLOCK FREQUENCY INFORMATION OF DIFFERENT COMPUTERS.

Computer CPU RAM MC (MHz)
HP ProBook 450 Core i5-6200U DDR4 SDRAM 1600
Dell XPS 8920 Core i7-7700 DDR4 SDRAM 1200
Acer Aspire V3-372T Core i5-6200U DDR3L SDRAM 800
Dell OptiPlex 9020 Core i5-6200U DDR3 SDRAM 800
Note: MC represents memory clock frequency.

verifies that the memory bus clock frequency information can
be disclosed through the radiation.

B. Memory Bus EMR as a Secret Source

The EMR signal needs to meet the following requirements.
1) Temporal Variation: Memory bus clock is controlled

by a clock generator, an electronic oscillator, which aims to
synchronize the data transferred between CPU and RAM. Due
to minor variations in temperature, silicon characteristics and
local electrical conditions, these crystal-based oscillators are
subject to diverge and run at slightly different rate from the
reference frequency, which is termed clock drift. This physical
phenomenon is proved genuinely random and acts as the
non-deterministic random source in many hardware random-
number generators [25]. Since the frequency of emitted EMR
derives from memory bus clock, the frequency information of
the EMR signal is accordant with clock drift, which makes it
a good candidate to be a random source in authentication key
generation.

We run empirical experiments to validate the randomness
of the desired EMR frequency. Using USRP, we collect the
radiation for 100 seconds. Over every 0.1s, we perform FFT
and extract the frequency information. We get 1000 frequency
samples in total. We will explain how to track the EMR
frequency in Section IV. For brevity, we only show results for
the Acer Aspire V3 computer. Fig. 3(a) gives the probability
mass function (PMF) of the 1000 frequency samples. Note
that the frequency value shown in the figure is shifted to have
a zero mean. We can see that the frequency distributes ran-
domly over 50Hz frequency range. We extract the frequency
information of EMR signals, instead of their amplitudes,
because amplitudes of EMR signals change dramatically with
the distance and remain approximately unchanged within less
than a half wavelength. In other words, if we use EMR’s
amplitudes as the randomness source for key generation, our
authentication distance would be less than 10cm given the
EMR’s wavelength.

2) Integrity and Authenticity: As long as a device is close
to the computer, it will sense the radiation with sufficient
energy and extract the EMR spikes through FFT analysis.
While EMR signal amplitudes varies significantly over dis-
tance, its frequency is less affected by distance, thus meeting
the integrity requirement. Fig. 3(b) gives the distribution of
frequency difference between two participating users, who
are placed near a source computer and synchronously detect
the radiation emitted from it. We can see that two users get
exactly the same normalized frequency for around 70% of the
time. The absolute frequency difference between two users
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(a) HP ProBook 450 (b) Dell XPS 8920 (c) Acer Aspire V3-372T (d) Dell OptiPlex 9020
Fig. 2. Frequency spectrum of memory bus EMR for four different kinds of computers. The blue line represents the EMR that is obtained when the computer
is off. And the red line is the captured signal when the source computer is turned on.
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Fig. 3. (a) Histogram of EMR frequency of Acer Aspire V3. (b) Histogram of
frequency difference between two devices both collecting EMR signals 0.5m
away from Acer Aspire V3.
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Fig. 4. Acer Aspire V3-372T: SNR vs. distance under different RAM access
frequencies.

is less than 2Hz for almost 100% of the time, which further
corroborates the integrity requirement.

Like the existing proximity-based authentication [6], [9],
authenticity is ensured by not allowing malicious attackers
approaching the source computer when executing key gener-
ation process. Because of the fading effect over distance, the
attacker far away from the source computer will not detect
the radiation clearly and barely get the secret key. Thus, the
party who could generate the correct secret key by hearing
the radiation of the source computer is the one that is in the
vicinity of the computer and hence is a legitimate participating
device by our threat model.

3) Confidentiality: Confidentiality is another criterion for
the signal to be a secret key source. We will elaborate
confidentiality of memory bus EMR from the perspective of
eavesdropping attacker and copy attacker.

a) Eavesdropping Attacker: As a computer’s EMR is
naturally a low-energy signal for human safety and compliance
requirement [26], the emitted EMR can not propagate a long
distance. In addition, the electromagnetic waves are subject
to inverse-square law propagation loss. Thus, as long as the
eavesdropper is kept some distance away from the source
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Fig. 5. (a) The normalized EMR frequency variation pattern during 100s
when Alice and Bob are placed close to a source computer and synchronously
collect the radiation data. (b) The normalized EMR frequency variation pattern
of Alice and an attacker. The attacker launches a copy attack and collects EMR
using its receiving device.

computer, it can not capture the radiation with sufficient energy
and is not able to get accurate frequency information.

To show the fading effect over distance, we show the ex-
perimental results for Acer Aspire V3-372T, while the results
for other computers are similar. We control and change RAM
access frequency from 0% to 100% (i.e., percentage of time the
RAM is transferring data with CPU). For each RAM access
frequency, we collect EMR signals from different distances,
from 0m to 2m, and calculate signal to noise ratio (SNR)
of the radiation. The value of SNR in dB can be calculated
as SNR = 10 × log10 (Ps/Pn), where Ps is power of EMR
signal (excluding noise power) and Pn is power of noise. Fig. 4
demonstrates the SNR results, showing that EMR becomes
very weak beyond 1.5 meters. In our later evaluation section,
we can see that for accurate authentication, devices need to
be placed within 0.5 meters away from the source computer,
while an attacker located 2m away from the source computer
can barely receive the EMR signal for secret key extraction
(as further validated in Section VI).

b) Copy Attacker: In order to verify the robustness of
CompKey against copy attackers, we set up a copy adversarial
scenario. Taking computer Acer Aspire V3 as an example,
which is running a Python program, we capture the EMR
signals through two USRP antennas, which act as Alice and
Bob and are placed near the source computer. We collect EMR
signals for 100 seconds and extract one EMR frequency every
0.1s. The frequency variation pattern of Alice and Bob is
shown in Fig. 5(a). To simulate the copy attacker, we use the
same computer, play the same Python program and capture
the emission for another 100 seconds serving as copy attacks.
Fig. 5(b) shows the normalized frequency variation pattern of
Alice and Attacker. We can observe that Alice and Bob extract
nearly identical EMR frequency, with a correlation coefficient
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of 0.99. On the other hand, even if the sophisticated copy
attacker obtains the source computer and imitates the source
computer’s RAM activity, it cannot obtain the same frequency
variation pattern. From Fig. 5(b) we can see that two variation
patterns are dramatically different from each other, with only
0.08 correlation coefficient.

To sum up, the above observations confirm that the fre-
quency of a computer’s EMR signal is localized and random,
and provide a strong support for exploiting a computer’s EMR
to generate shared secret keys for nearby devices.

IV. THE DESIGN OF COMPKEY

A. Extraction of EMR Frequency Signal

In the previous section, we know that legitimate devices
close to a source computer can extract the EMR frequency of
the source computer. From Fig. 2, we can see that the receiving
devices will get a spike cluster in frequency spectrum of the
captured EMR signal. The frequency of any one of these spikes
will vary in accordance with the memory clock frequency.
To validate this, we calculate the correlation coefficient of
frequency variation between each two spikes and show that
all these spikes have the same variation trend, which means
that the frequency of any of these spikes can represent the
clock frequency.

We notice that in the spike cluster each two adjacent spikes
are separated by around 30kHz, whereas the varying range of
the memory clock frequency is comparably small (less than
1kHz). Thus, once we locate one dominant spike in the cluster,
the frequency of which is denoted as λ, we can use a bandpass
filter, with frequency band [λ−∆λ, λ+ ∆λ], to preserve this
particular spike and get rid of other spikes which all vary in the
same manner. For example, we can easily get the frequency
variation pattern and track frequency of the highest spike of
the filtered signal.

B. Difference-based Encoding Method

A straightforward approach is utilizing a quantization ap-
proach, which divides the selected frequency value into several
levels and encodes the level into binary bits. Nonetheless, it is
subject to a large number of consecutive ones or zeros [27],
because the EMR frequency only changes marginally over
time. Considering this, we choose to convert the frequency dif-
ference between two adjacent time steps into binary secret bits.
This decision is based on the following two observations. First,
the frequency variation is highly random (albeit small) and two
participating parties, observing the same varying source, obtain
similar patterns, which can be seen from Fig. 5(a). Second,
the attacker, even if using the same computer and playing the
same program, gets significantly different variation patterns
from legitimate ones, as shown in Fig. 5(b).

The complete encoding process is elaborated in Algo-
rithm 1. The first step is to get EMR frequency of every
time step. In this stage, we first have participating devices
collect EMR signals synchronously for a period of time over
the frequency band centered at the clock frequency. Then, we
divide the EMR signal into non-overlapping segments, each

with ∆t time window size. After that, we first perform FFT
analysis over the first segment, get the frequency of the highest
spike, denoted as λ, and then filter the signal using a bandpass
filter with a passband, [λ−∆λ, λ+∆λ]. In our experiment, ∆λ
equals to 50Hz. Finally, we perform FFT on each segment of
the filtered signal and get the frequency of the highest spike.
After the first stage, we will obtain a frequency list which
includes the EMR frequencies of each time step.

Algorithm 1 Difference-based Secret Key Generation
1: Input: Memory bus EMR signal S, Sampling rate fs, FFT

time window size ∆t, Encoding threshold σ
2: Output: Secret bit list B
3: Divide EMR signal S into M segments each with ∆t size.
4: Perform FFT to the first segment of EMR signal.
5: Get the frequency of the highest spike of the first segment,

denoted as λ.
6: Initialize a frequency list f with M elements.
7: for i = 1, 2, · · · ,M do
8: Filter the i-th segment with passband [λ−∆λ, λ+∆λ].
9: Perform FFT to the filtered signal.

10: Get the frequency of the highest spike.
11: Store the frequency into the i-th element of f .
12: end for
13: for j = 1, 2, · · · ,M do
14: Get difference of (j + 1)-th and j-th frequency in f .
15: Compare the difference with σ.
16: Encode the difference according to comparison.
17: Append the encoded bits to B.
18: end for
19: return B

The second stage of the algorithm is to encode the frequency
difference between two adjacent time steps. Here, we introduce
an encoding threshold parameter σ. If the frequency value
of current time step is larger than the frequency of previous
time step by σ, we regard it as rising and encode it as ′11′.
If the current frequency value is σ less than the previous
one, it is treated as dropping and encoded as ′00′. In the
remaining cases, the absolute difference between the present
frequency and the previous frequency is less than and equal
to σ, and hence it is regarded as unchanged and encoded as
′01′. Traversing the entire duration, each device will get its
own secret bits.

C. Reconciliation

Reconciliation is a widely-employed method to mitigate
and even eliminate minor mismatching bits between two bit
sequences via Error Correction Coding (ECC) [5], [7]. The
C(n, k, r) ECC scheme can encode k bits data into a valid
n bits codeword by adding (n − k) parity bits, which is
a one-to-one encoding function. For a clear representation
of reconciliation process, we use f() and g() to represent
encoding and decoding functions, respectively. Use ka and
kb, two n-bit strings, to represent the bit strings obtained
by Alice and Bob. First, Alice calculates the corresponding
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valid codeword closest to her bit string, f(g(ka)). Then, Alice
computes an offset, δ = ka ⊕ f(g(ka)), between her bit
string and the codeword. Alice transmits δ to Bob by public
medium, which means adversaries can also detect this offset.
After receiving the offset, Bob can deduce a bit string by the
following equation, which equals ka with a high probability:
k′a = δ⊕ f(g(kb ⊕ σ)). If the mismatching bit between Alice
and Bob is no larger than r, k′a will be equal to ka. With the
reconciliation process, Alice and Bob can ultimately possess
an identical secret key with a high likelihood.

D. Privacy Amplification

Theoretically, there are (n − k) bits of the shared key
leaked to the attacker through the offset δ sent over the public
medium. In order to get rid of the (n − k) bits leakage,
Alice and Bob can use the decoded version of ka as the
final authentication key, g(ka), which is a k-bit string, instead
of directly using ka. This way, however, sacrifices the bit
generation rate, reducing it by a factor of n−k

n .

V. EXPERIMENTAL METHODOLOGY

A. Experiment Setup

Experiment location. All the experiments are conducted
in our lab office, which is an open space with more than
30 workstations. Each workstation is equipped with an off-
the-shelf desktop computer and each two workstations are
separated about 1.5 meters away from each other, as illustrated
in Fig. 6. We focus on Dell XPS and Dell OptiPlex as
the source computers, respectively, because we have other
computers of the same configuration that can act as strong
interference to expose CompKey to an undesired environment.
In each experiment, there exists an interfering computer 1.5m
away from the source computer. Other computers are not
shown in Fig. 6 because they are more than 2m away from
our source computers and hence have negligible interference.

Experiment prototype. The experiment prototype of
CompKey includes a computer as the radiation source and
USRP X310 to collect the radiation signals. The USRP X310
is embedded with UBX 160 daughterboards with a LP0965
Log Periodic PCB antenna, acting as participating devices.
The collected signal will be transferred to our HP ProBook 450
computer and processed by CompKey, which is implemented
in Python 2.7.

Signal collecting and processing. For a specific source
computer, the receiving frequency band of USRP will be tuned
to 2MHz centered at the computer’s reference memory clock
frequency. Each participating device synchronously collects
EMR signals and slices the collected signals into non-overlap
segments, each with 0.08s time window size. FFT will be
performed over each segment to get the EMR frequency
information.

Encoding threshold. CompKey uses a difference-based
encoding algorithm to convert the frequency variation into
binary bits based on an encoding threshold σ. We set σ to
be 2Hz. Specifically, if the frequency difference between two
adjacent times is larger than 2Hz, it will be encoded to ‘11’.

Fig. 6. Experiment setup. We take two different kinds of computers —
Dell XPS and Dell OptiPlex — as source computers labeled as A and
B, respectively. The leftmost computer is another Dell XPS with the same
component and configuration as source computer A and acts as an interfering
computer. Similarly, the upper right one is the same as source computer B
and acts as an interfering computer.

If it is less than 2Hz, it will be encoded to ‘00’. Otherwise, it
is converted to ‘01’.

Error correction coding We consider widely-used ECC
schemes, including two linear correcting codes — Hamming
Code and Golay Code — and one non-linear correcting code
— Reed-Solomon Code (RS). Hamming code can encode
every 4 binary bits to 7-bit codeword and correct 1 bit
error. Golay code scheme, converting 12-bit string to 23-bit
codeword, can fix up to 3 error bits. RS(n, k) can correct up
to bn−k2 c mismatching bits. In our evaluation, we use three
kinds of RS schemes — RS(7,3), RS(15,5), and RS(15,3).

B. Performance Metrics

Entropy is a measurement of randomness of a random
variable. Entropy can reflect randomness of keys from the
perspective of uncertainty. It is a good indicator for a signal to
be a random key generation source. Given a random variable
X with n possible values, X = [x0, x1, ......, xn], its entropy
can be obtained by H(X) = −

∑V
i=0 Pr[xi] log2 Pr[xi],

where Pr[xi] is the probability of the i-th possibility. By en-
coding adjacent frequency difference, there are three different
frequency variations — up, down and still.

Bit Error Rate (BER) is used to reflect the mismatching
level between bits in the same position of two strings. It can
be calculated easily by dividing the number of mismatching
bits by the total number of bits in the bit string. There are
three factors affecting BER in CompKey— FFT time window
size, encoding threshold and device distance from the source
computer. We will show the impact of these factors using
empirical experiments in the next section.

Key Matching Rate (KMR) is also a key metric for secret
key generation. It can be calculated by dividing the number of
matching keys by the total number of keys. In our experiment,
we consider a pair of keys each composed of 60 bits as
matching keys if there is no bit discrepancy in any bit position
between the two keys.

Bit Generation Rate (BGR) is the number of valid bits
generated per second. The higher BGR, the quicker the authen-
tication process finishes and the better the user’s experience is.
In CompKey, there are three factors determining the BGR. The
first one is the FFT time window size ∆t, which determines
how long it takes to extract the frequency information of each
step. The second one is the number of varying possibilities of

2021 IEEE Conference on Communications and Network Security (CNS)



0 5 10
Time (s)

f2

f1

Fr
eq

ue
nc

y

0 5 10
Time (s)

0

0.1

0.2

(a)

0 5 10
Time (s)

-5

-2

1

4

7

Fr
eq

ue
nc

y 
(H

z) Alice Bob

(b)
Fig. 7. (a) Spectrogram of Alice’s and Bob’s EMR spike in frequency window [f1, f2] over 10 seconds. f2-f1 is 100Hz. (b) Comparison of frequency
variation pattern between Alice and Bob.
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Fig. 8. BER and KMR of two experiments with Dell XPS and Dell OptiPlex
as source computers, respectively.
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the EMR signal. More possibilities means more bits generated
at a time. Since we decide to encode frequency difference,
there are three variations, which need at most two bits to
represent. The third one is the choice of ECC. In order to get
rid of the information leakage, we need to shrink the size of
the bit string by a factor k/n. Based on all these, an equation
is given to compute BGR of CompKey: BGR = n∆t

k log2 V ,
where V = 3 in our case.

VI. EVALUATION RESULTS

A. Performance of CompKey

We set up two experimental scenarios by using source
computers labelled as A and B in Fig. 6, respectively. We will
first introduce the first experiment where we use the desktop
Dell XPS (computer A in Fig. 6) as EMR source. This desktop
is with another same Dell XPS 1.5m away on its left hand side
and with a Dell OptiPlex 9020 1.5m away on the right hand
side, as shown in Fig. 6. The interfering Dell XPS is normally
used by its owner, who is surfing the Internet. We place Alice
0.5m in front of the source XPS and Bob 0.5m away on
the left side of the source computer. Thus, Bob is closer to
the interfering XPS and will suffer from more interference.
Alice and Bob synchronously collect the EMR signals. In our

TABLE II
RANDOMNESS TEST

Test P-value
Frequency 0.936212
Freq. within Block 0.997614
Binary Matrix Rank 0.176145
Non-overlapping Matching 0.780064
Overlapping Matching 0.633007
Linear Complexity 0.029633
Cumulative Sums (Forward) 0.993956
Cumulative Sums (Reverse) 0.993426

encoding step, we use 2Hz encoding threshold and take 0.08s
as time window size.

By using CompKey, both Alice and Bob extract the fre-
quency of the most prominent spikes from the received EMR
signals generated by the source computer. The interfering
computer generates weaker EMR than the source computer,
and hence its EMR spikes will not be picked up by CompKey.
We present the spectrogram of Alice’s and Bob’s EMR signals
during 10 seconds, which is shown in Fig. 7. To compare their
frequency change pattern, we put the normalized frequency
together (Fig. 7(b)). The frequency changing patterns of Alice
and Bob, obtained by CompKey, are highly correlated despite
the presence of interfering computers nearby.

As shown in Fig. 6, we set up a second testing scenario
and take desktop Dell OptiPlex in the middle as the source
computer. Alice and Bob are put within 0.5m away from
source computer and Bob is closer to the interfering computer.

Fig. 8 gives the results of our two experiments, showing
that under both testing scenarios CompKey achieves a 100%
KMR and demonstrating the practical feasibility of CompKey
in the presence of interfering EMR signals.

B. Randomness of Secret Key

We execute the statistical test suite provided by National
Institute of Standards and Technology (NIST) to evaluate the
randomness of our generated secret keys [28]. Specifically,
if the P -value is more than 1%, the sequence is considered
having a high quality of randomness and passing this random-
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Fig. 10. KMR with different distances when RAM access frequency of the source computer varies from 100% to 20%.
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Fig. 11. Performance of attackers.

ness test. Our generated key can pass the statistical tests. The
results obtained in our experiment are shown in Table II.

C. Sensitivity of CompKey

1) Impact of Parameters: We see how the encoding thresh-
old σ and time window size ∆t affect the performance.
• Encoding Threshold σ. When σ is too small, say

zero, CompKey will be very sensitive to local noise, which
will easily cause mismatching bits. However, if σ is too
large, CompKey is more resistant to environment noise but
will convert most of the situations to unchanged/still, which
reduces the original entropy. We show in Fig. 9 the entropy and
BER with respect to different encoding thresholds. Entropy
rises a little bit and then decreases. That little increasing
entropy at 1Hz may be because when the encoding threshold
is 1Hz, some cases with minor changes are converted to un-
changed/still, which makes the distribution of three variations
more even and hence increases the entropy value. In order to
get a small BER and a comparable large entropy, we decide
the σ to be 2Hz as a default value.
• Time Window Size. With a smaller ∆t, less energy

will be collected for each EMR signal segment, which will
result in more erroneously estimated spikes and lead to a high
BER. Nonetheless, a larger ∆t reduces the BGR. We calculate
the BER, KMR and BGR with respect to different FFT time
window sizes. Our results show that 0.08s is a good FFT
window size to maintain a high BGR and a low BER. They
are omitted due to space limitation.

2) RAM Access Frequency of Source Computer: The more
frequently RAM is accessed, the more EMR energy. Typically,
a computer’s RAM is accessed for 20–60% of the time,
depending on how many active and background programs are
running. To control the RAM access frequency for experiment,
we create an array and load it into the RAM. By controlling
how frequently we create arrays, we can manually control
the RAM access frequency. For each access frequency of the
source computer, we place participating devices at different
distances from the source computer and present the KMR.

Fig. 10 shows the KMR with different RAM access fre-
quencies. More RAM activities in the source computer will
make more current flowing through memory bus. Therefore,
for 100% RAM access frequency, CompKey can reach 100%
KMR when devices are 1m away from the source computer.
When the RAM access frequency is 20% or 60%, the two users
can extract the same secret key with 100% probability when
they are both within 0.5m away from the source computer. We
also test the most extreme situation when the RAM is forced
to be completely idle with no activities, and no secret keys
are successfully generated. In practice, however, computers
are rarely completely idle as they run multiple background
programs, yielding some RAM activities and hence EMR
signals. Thus, CompKey can successfully generate secret keys
as long as the legitimate devices are put 0.5m within the source
computer, whereas the existing WiFi-based approaches require
a distance of a few centimeters between legitimate devices [9].

3) Direction: We also evaluate the impact of the direc-
tion/angle between legitimate devices and the source computer
on CompKey. Our results show that it has little impact on the
BER and KMR, and hence are omitted for space limitation.

D. Security Analysis

For eavesdropping, we consider two Eves, who are captur-
ing the EMR 1.5m and 2m away from the source computer,
respectively. We use Dell XPS as the source computer and
set its RAM access frequency to be 60% (a fairly strong
one to favor attackers). Let the legitimate users and attackers
collect the EMR signals at the same time. When Eve is 1.5m
away, he can still get some frequency information about the
EMR. However, the Eve who is 2m away can get nothing, thus
making r2 =2m a safe threshold distance for attackers in our
threat model (shown in Fig. 1). The resulting power spectrum
density (PSD) of legitimate users and two Eves are omitted
due to space limitation.

For copy attacks, we use one Dell XPS computer to play
a video and two legitimate devices collect EMR from this
computer 0.5m away. Meanwhile, we use another identical
computer to play the same video and collect the EMR emitted
from it at the same time. After collecting the EMR signals,
we follow CompKey to generate the secret key and get the
performance with different ECCs.

Fig. 11 gives the performance of two kinds of attackers. We
can see that even if attackers know all the detailed information,
they still cannot get the accurate secret key and the KMR
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is practically zero (even when Eve is 1.5m away from the
computer). This demonstrates the security of CompKey against
both eavesdropping and copy attackers.

VII. RELATED WORKS

There are numerous studies on proximity-based authentica-
tion by extracting shared secret keys from ambient signals.
Here, we review some of the most related ones.

In radio-based authentication studies, received signal
strength (RSS) [6], [11], [29] and channel state information
(CSI) [12], [30], [4], [13], [5], [12] are two widely-used ran-
dom signal attributes. However, since only one RSS value can
be extracted from one WiFi packet, RSS-based key generation
methods are subject to low BGR. Other studies adopt CSI of
radio channel for authentication [5], [12], [4]. However, both
RSS-based and CSI-based methods only work for a limited
authentication distance because two devices must be placed
close to each other to sense the same signal amplitude attribute.

Audio-based authentication approaches make use of the
characteristics of acoustic channel [14], [15], [16]. Nonethe-
less, it takes time to get the statistics of acoustical attributes,
which makes the method subject to low BGR. While key
generation based on acoustic channel response (ACR) can help
improve BGR, it applies to only two parties to exchange a
probe sound. Biometrics is another widely used authentication
approach, which utilizes signals from human body for secret
key generation [7], [31], [32]. Since this kind of method needs
to capture special signals like body potential signal, it requires
the participating devices be equipped with special sensors.

VIII. CONCLUSION

In this paper, we propose CompKey to secure wireless D2D
communications. We observe that the memory bus inside a
computer can emit EMR and that only devices in the vicinity
of the computer can reliably extract frequency information
from the signal. CompKey employs a novel difference-based
scheme to encode the frequency variation of computer EMR
to a bit string and adopts reconciliation method to alleviate
the discrepancy between two bit strings. Through evaluation,
we show that devices within 0.5m away from the computer
can get identical keys with 10 bits/s BGR and 100% KMR.
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